Amazon ElastiCache Master File

Question 1 — What is Amazon ElastiCache
and why do we use it in modern AWS
architectures?

High-level foundations: what ElastiCache actually is, where it fits in a typical AWS stack, why we cache at all,
how it compares to just using RDS/DynamoDB, and the core benefits and trade-offs of using an in-memory
cache service.

Question 2 — How does Amazon ElastiCache
architecture work internally (nodes, clusters,
shards, AZ layout, and control plane)?

Detailed look at core components: cache nodes, clusters, replication groups, primary/replica roles, hash slots,
subnets, AZ-aware placement, control-plane vs data-plane, and how AWS manages lifecycle operations under
the hood.

Question 3 — How do ElastiCache engines
(Redis vs Memcached) differ and how do we
choose between them?

Deep comparison of Redis and Memcached in ElastiCache: features, data structures, persistence, sharding,
scaling behavior, protocol differences, supported use cases, and a decision framework for engine selection.

Question 4 — How do ElastiCache node types,
memory model, and eviction behavior work
in practice?

Exploration of node families and sizes, memory allocation model (overhead vs usable), fragmentation,
maxmemory policies, eviction strategies (LRU/LFU/etc.), and how these affect capacity planning and
performance.

Question 5 — How do Amazon ElastiCache
Redis cluster topologies and behaviors differ
(cluster mode disabled vs enabled)?

Non-clustered vs clustered Redis in ElastiCache: single-node, primary-replica groups, cluster-mode-disabled
behavior, cluster-mode-enabled with sharding, hash slot distribution, topology limits, and when to use each.
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Question 6 — How does high availability and
failover work inside Amazon ElastiCache
Redis and Memcached?

Mechanics of HA: Multi-AZ replication groups, automatic failover, promotion of replicas, how Memcached
handles node failures, effect on client connections, DNS endpoints, and failover timing/impact on applications.

Question 7 — How does Amazon ElastiCache
handle data durability, backups, and
persistence options?

Redis persistence modes (RDB, AOF), ElastiCache snapshots, backup storage, restore flows, cross-region
backup behavior, what data is actually durable vs purely in-memory, and how to design around data loss risk.

Question 8 — How do we design for
performance in Amazon ElastiCache (latency,
throughput, and connection behavior)?

Detailed performance model: in-memory latency characteristics, throughput limits, impact of CPU/network,
object size, pipelining, connection pooling, client-side retries, and common tuning techniques.

Question 9 — How do we scale Amazon
ElastiCache clusters vertically and
horizontally over time?

Scaling strategies for both Redis and Memcached: vertical scaling (node size changes), horizontal scaling
(adding/removing nodes, shards, replicas), online resharding, scaling workflows, and practical scaling patterns
and limits.

Question 10 — How do consistency,
correctness, and TTL design work in Amazon
ElastiCache-backed applications?

Cache consistency model: eventual consistency, read-after-write patterns, race conditions, TTL modeling,
staleness windows, cache invalidation strategies, and techniques like distributed locks and atomic operations.
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Question 11 — What are the core caching
patterns we implement with Amazon
ElastiCache (cache-aside, read-through, write-
through, write-behind, etc.)?

Deep dive into fundamental caching patterns and how they translate to ElastiCache: cache-aside, read-
through, write-through, write-behind, lazy loading, session caching, and handling cache misses and stampedes.

Question 12 — How do we leverage advanced
Redis data structures and patterns in Amazon
ElastiCache?

Using Redis-specific capabilities: strings, hashes, lists, sets, sorted sets, HyperLoglLog, streams, pub/sub, Lua
scripts, and patterns for leaderboards, queues, rate limiting, counters, and real-time analytics.

Question 13 — What are the main failure
modes in Amazon ElastiCache and how do we
design for graceful recovery?

Exploration of node failures, AZ failures, partial cluster failures, network partitions, configuration mistakes,
what happens to data and endpoints, and how applications should detect, handle, and recover from these
events.

Question 14 — How do we secure Amazon
ElastiCache (network isolation,
authentication, encryption, and governance)?

Security architecture: VPC, subnets, security groups, access control, Redis AUTH tokens, TLS in-transit,
encryption at rest, IAM integration patterns, auditing, and governance for multi-team/multi-account
environments.

Question 15 — How do we monitor,
troubleshoot, and operate Amazon
ElastiCache in production?

Operational visibility: key CloudWatch metrics, Redis slowlog, engine logs, event notifications, alarms,
identifying hot keys and large keys, debugging latency spikes, and building robust operational runbooks.


af://n22
af://n24
af://n26
af://n28
af://n30
af://n32

Question 16 — How does Amazon ElastiCache
integrate with other AWS services and typical
application stacks?

Integration patterns with RDS, Aurora, DynamoDB, Lambda, ECS/EKS, API Gateway, CloudFront, microservices,
as well as language-specific client libraries and common application-layer architectures.

Question 17 — How do we design multi-
region, DR, and global architectures with
Amazon ElastiCache?

Regional and cross-region strategies: Redis Global Datastore, backup/restore DR, pairing with database DR
strategies, traffic routing patterns, regional caches, and trade-offs between consistency, RPO, and RTO.

Question 18 — How do we model costs and
optimize spending for Amazon ElastiCache?

Cost structure: node pricing, reserved vs on-demand, data transfer, backup storage, scaling vs eviction trade-
offs, consolidation vs isolation of clusters, and practical cost-optimization techniques and guidelines.

Question 19 — How do we plan migrations to
Amazon ElastiCache and evolve existing
caching architectures?

Migrating from self-managed Redis/Memcached, from application-local caches, or from database-only
architectures; evolving from single-node to clustered designs; minimizing downtime and data inconsistency
during migration.

Question 20 — What are the common pitfalls,
anti-patterns, and interview traps with
Amazon ElastiCache, and how do we avoid
them?

Typical real-world mistakes: hot keys, oversized values, using ElastiCache as a primary database, poor TTL
design, oversharding/undersharding, misuse of persistence, security misconfigurations, and classic interview

scenarios.
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Question 1 — What is Amazon ElastiCache
and why do we use it in modern AWS
architectures?

1 — Foundational meaning of ElastiCache and its role as an in-memory data layer

Amazon ElastiCache is AWS's fully managed in-memory caching service designed to offload high-frequency,
latency-sensitive workloads from persistent data stores by serving data directly from memory. In modern
architecture terms, ElastiCache acts as the speed layer of an application—whereas databases such as RDS or
DynamoDB act as the durability layer. The central idea behind using ElastiCache is that memory retrieval
operations are faster by an enormous margin compared to disk-based or network-indexed database
operations. Because of this, ElastiCache becomes a foundational performance accelerant in microservices,
monolithic applications, APls, real-time systems, and high-throughput architectures that demand ultra-fast
responses.

2 — How ElastiCache achieves microsecond latency through memory-centric design

The defining characteristic of ElastiCache is that it stores application data in volatile memory (RAM), not on
disk. RAM access operates in microseconds, whereas disk-backed systems operate in milliseconds. This
thousandfold difference fundamentally changes how applications perform under load. A typical read
operation in RDS may take 2-8 ms under healthy conditions; in DynamoDB, a read might be sub-millisecond
but still must traverse the storage layer. ElastiCache avoids all of this by operating entirely in memory, which
collapses the reading process down to pure memory lookups and CPU operations. This microsecond
performance makes it viable for rate limit counters, session stores, real-time leaderboards, caching layers in
front of databases, high-frequency APIs, and data pipelines that cannot afford millisecond delays.

The diagram below shows the fundamental architectural principle that makes ElastiCache fast:

| Application |
| (EC2 / Lambda / EKS etc) |
e fmmm - +

|
| GET/SET in ~100us

| ElastiCache RAM |
| (Redis or Memcached) |
fmmm - fmmmmm - +

| Read in ms

| Persistent DB |
| (RDS / DynamoDB / etc) |
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This diagram demonstrates how the application interacts with ElastiCache first, only falling back to the
database when necessary. This architecture is essential in high-scale workloads where database reads would
otherwise dominate latency and cost.

3 — The relationship between ElastiCache and database cost reduction

Beyond pure performance, ElastiCache is used because it dramatically reduces the load on backend databases.
Databases are expensive components, both in terms of instance cost and operational constraints. Each query
consumes CPU, memory, and I/0 at the database layer. When thousands of clients repeatedly read the same
piece of data—product details, user profiles, permissions, configuration parameters, leaderboards—those
queries become redundant and costly. ElastiCache acts as a shock absorber for the database, eliminating
redundant reads and dramatically reducing write amplification patterns.

For example, without caching, an RDS instance might need to scale to db.r6g.16xlarge; with ElastiCache, the
same workload may be handled by db.rég.2xlarge with an ElastiCache cluster in front. This also extends
database longevity; many companies avoid expensive multi-node database clusters simply by adopting caching
correctly.

without Cache with ElasticCache
{ossossssssssssssssoonos + {possossssssoossssssossosssos +
| Heavy DB CPU usage | | DB load reduced by 70%-90%|
| Frequent read queries | | caching layer absorbs
I I

| Scaling issues repeated reads

Caching is, therefore, both a performance and a cost optimization mechanism. This dual objective is why
ElastiCache becomes a primary component in applications at scale.

4 — Redis and Memcached as the engines behind ElastiCache

ElastiCache provides two engines: Redis and Memcached, each designed for a specific style of caching. Redis
is a data-structure-rich, feature-heavy, persistent-capable in-memory database with capabilities such as lists,
sets, sorted sets, Lua scripting, streams, transactions, replication, and clustering. This makes it ideal for
counters, queues, leaderboards, sessions, pub/sub systems, rate limiters, and many advanced patterns.
Memcached, on the other hand, is a pure key-value cache that focuses on extreme simplicity and raw
performance. Its lack of persistence, multi-threaded design, and distributed behavior make it ideal for
ephemeral caching of raw computed or pre-assembled objects.

The architecture uses an AWS-managed control plane to provide automatic replication, failover, patching,
updates, cluster management, node replacements, and topology maintenance. The application communicates
directly with the Redis/Memcached data plane via standard clients, with AWS handling cluster lifecycle
operations invisibly.



| AWS control Plane |
| - Failover |
| - Node replacement |
| - Auto cluster mgmt |

| Redis / Memcached Nodes |
| (pata Plane Runtime) |

This separation between control plane and data plane is crucial—AWS manages the complex parts of running
an in-memory cluster so the user does not have to worry about node health, failover complexity, or replication
consistency.

5 — Why caching is mandatory in modern distributed systems

As applications move toward microservices, serverless architectures, and globally distributed workloads, the
demands on performance increase exponentially. Modern systems often require:

e real-time responsiveness
e horizontally scaled reads
e |ow latency for interactive clients
e cost-efficient handling of massive read spikes
e resilience against unexpected traffic surges
e state sharing between stateless compute components
ElastiCache becomes a necessity rather than an optimization because backend systems cannot scale quickly

enough to handle unpredictable load patterns in milliseconds. In-memory caches absorb burst traffic, serve
hot data at near-zero latency, and allow backend systems to operate at stable throughput.

Fo— - + Fom + o +
| End User | --> | Application Tier | --> | Persistent Store |
U + | (EKS/EC2/Lambda) | | (RDS/DynamobB) |
+-—— - Fo—m - + +-— - - +

| A

This architecture ensures that data stores do not collapse under traffic peaks and that users always receive
consistent, fast responses.


af://n85

Question 2 — How does Amazon ElastiCache
architecture work internally (nodes, clusters,
shards, AZ layout, and control plane)?

1 — The fundamental building blocks of ElastiCache: nodes, clusters, and replication groups

At its core, the ElastiCache architecture is built on three hierarchical elements: cache nodes, clusters, and
replication groups. A cache node is the smallest computational building block of ElastiCache, composed of an
EC2 instance type optimized for memory operations, running either Redis or Memcached. Nodes have
memory, CPU capacity, network bandwidth, and in the case of Redis, optional persistence capabilities. A cluster
is a logical grouping of one or more nodes that form a single Redis deployment (in cluster-mode-enabled
environments) or a multi-node Memcached deployment. A replication group is a higher-level abstraction used
to manage Redis primaries and replicas, failover, and automatic role promotion.

A Redis cluster uses a primary node to accept writes and multiple replicas for read scalability and failover,
whereas Memcached uses independent nodes that behave like a scaled-out hash ring with no replication.
These components are orchestrated through an AWS-managed control plane that continuously monitors node
health, replaces nodes when they fail, manages replication synchronization, and coordinates cluster scaling
operations, making ElastiCache more resilient and easier to operate than self-managed Redis clusters.

| ElastiCache Architecture |
e e e e e El e e e e +

| Cache Node | Cluster Replication Group |

I
| - Memory | - Group of nodes | - Primary + Replicas |
| - cpPu | - shards (Redis) | - Failover Tlogic
| - Network | - No replication | - configuration mgmt |
| | (Memcached) | - Endpoint routing |
e e L e Tt Fom - fom - +

This three-layer hierarchy forms the foundation upon which all scaling, failover, topology design, and durability
patterns in ElastiCache are constructed.

2 — Redis cluster-mode-disabled vs cluster-mode-enabled topology and how internal sharding works

Redis deployments in ElastiCache operate in two major architectural modes: cluster-mode-disabled and
cluster-mode-enabled. Cluster-mode-disabled provides a single shard, composed of one primary and up to
five replicas, where the entire dataset resides on that one shard. This model is simple and operationally
straightforward, suitable for small- to medium-sized workloads where the dataset fits comfortably within the
memory of a single node. However, its scalability is limited because vertical scaling becomes the only way to
expand memory and throughput.

Cluster-mode-enabled, in contrast, introduces sharding. The dataset is partitioned across up to 500 shards
using a consistent hashing mechanism implemented through Redis hash slots. Redis defines 16,384 hash slots,
and each shard manages a contiguous range of these slots. When a key is stored or retrieved, the Redis client
calculates the hash slot and routes the request to the shard responsible for that range. Each shard contains a


af://n85

primary and optionally one or more replicas.

B e +

| Redis Cluster (Cluster Mode Enabled) |
et R e L e P T o m +
| Shard 1 | Shard 2 | shard 3 |
| Slots 0-5460 | Slots 5461-10922 | Slots 10923-16383]
| +---—-—---- + | +---—----——- + | +-—--—----—- +

| |Primary | <Replica> | | Primary | <Replica> | | Primary |

| +-------- + | dommmmcoes + | Somceommes +

e +

This architecture allows ElastiCache Redis to scale horizontally by adding shards to distribute the data load,
enabling extremely high throughput and massive in-memory datasets.

3 — Availability Zone design: Multi-AZ replication, AZ placement, and failure boundaries

ElastiCache is architected with deep integration into AWS Availability Zone (AZ) boundaries. In Redis
deployments, AWS recommends placing replicas in different AZs to ensure that a failure in a single AZ does not
bring down the entire cache layer. The primary node typically resides in one AZ, while replicas are strategically
placed in other AZs. When a failure occurs in the primary's AZ, a replica in a healthy AZ is promoted
automatically.

In Memcached, which does not support replication, AZ placement still matters because each node is
independent. Without replication, losing a node in one AZ simply removes its portion of the cached data.
Applications using Memcached typically tolerate this loss because Memcached is inherently a best-effort cache.
Redis, however, guarantees failover and partial durability within the Redis replication group.

| ElastiCache Az Layout Architecture |

e L T B i e e e e +
| AZ A | AZ B | AZ C |
| Primary Node | Replica Node | Replica Node]
| (Redis write) | (Async Repl) | C(Async Repl)|
foscssssssssssso= e e Poscssssssssos +

This AZ-aware placement gives Redis Multi-AZ resilience, guaranteed endpoint continuity, and rapid recovery
during failures.

4 — The internal control plane: node monitoring, failover orchestration, scaling, and maintenance

The AWS Control Plane is the invisible backbone of ElastiCache that performs continuous health checks, node
replacement, failover orchestration, and even version upgrades. The control plane monitors each node's status
through heartbeat signals, replication lag analysis, CPU/memory pressure, and network health. When a node
fails, the control plane performs the following steps:

1. Detects node unreachability or failure symptoms

2. Determines whether to failover (Redis) or replace (Memcached)



3. Updates DNS endpoints automatically
4. Rebuilds replicas from the newly promoted primary

5. Restores redundancy across AZs

Additionally, during scaling operations (resharding, replica addition, vertical scaling), the control plane
synchronizes data across nodes, moves hash slots, updates metadata, and adjusts routing behavior seamlessly
so that clients experience minimal interruption.

| Health Monitoring Node-grade patching |

|
| Endpoint Management | Failover Orchestration |
|

| slot Rebalancing Security & Config Enforcement |

This automated machinery eliminates the operational burden that teams would face when managing Redis
nodes manually, especially in complex multi-shard clusters.

5 — Endpoint architecture: primary endpoint, reader endpoint, node endpoint, and shard-level routing

ElastiCache exposes different kinds of endpoints depending on the engine and topology. Redis provides a
primary endpoint, which always points to the active primary node, and a reader endpoint, which load-
balances across replicas. Cluster-mode-enabled deployments also offer shard endpoints, each associated
with a specific hash slot range. Applications that use cluster-aware clients connect to the configuration
endpoint, learn the internal shard topology, and route requests directly to the correct shard.

Memcached exposes one endpoint per node, because each node stores a unique segment of the keyspace.
Clients are responsible for performing hashing and routing.

Redis (Cluster Mode Enabled)

| configuration Endpoint |
fmm - fommmmmmmmmmm oo +

Learns cluster Tayout

- o +

I | |
fomooosd dos\osss T fooossss +
|shard 1| |shard 2 | |shard 3 |
oo i e e R +

Endpoint architecture is foundational to enabling correct routing, minimizing latency, and ensuring consistency
during failovers or resharding events.

6 — Data path vs control path separation and why it matters for performance and reliability



A critical architectural principle is the separation between the data path and the control path. The data path
comprises the actual Redis/Memcached nodes that store and serve data, ensuring minimal latency and
maximum throughput. The control path, in contrast, runs behind the scenes and executes decisions related to
node health, replication, scaling, and configuration changes.

By keeping these two functions separate, ElastiCache achieves high reliability: control-plane issues never
interrupt live traffic, and data-plane nodes remain dedicated to serving high-speed GET and SET operations.
This separation also allows AWS to patch, upgrade, or replace infrastructure components without affecting live
workloads.

| Data Plane | control Plane
| (Redis/Memcached) |
| - Serve GET/SET |

| - ultra-low latency|

- Failover management |
- Node replacement |

- Resharding orchestration|

This architectural separation is one of the biggest reasons ElastiCache remains stable under extreme
workloads and chaotic network conditions.

Question 3 — How do ElastiCache engines
(Redis vs Memcached) differ and how do we
choose between them?

1 — Conceptual role of Redis vs Memcached inside ElastiCache

When we use Amazon ElastiCache, we are not dealing with a completely new proprietary engine; instead, AWS
hosts two well-known open-source in-memory systems as fully managed services: Redis and Memcached.
Both engines are designed to serve data directly from RAM to achieve microsecond-level access times, but they
differ fundamentally in philosophy and capabilities. Redis is a feature-rich, in-memory data structure store that
behaves like a mini in-memory database with replication, clustering, advanced commands, and optional
persistence. Memcached is a minimalist, highly optimized, distributed in-memory key-value cache that focuses
purely on simplicity, speed, and stateless behavior.

In practice, this means Redis is not just a “cache”. It can be used as an in-memory store for queues, counters,
leaderboards, sessions, rate-limiting tokens, and pub/sub messaging. Memcached, on the other hand, is closer
to a classic cache layer—its main job is to store arbitrary blobs (serialized objects, HTML fragments, query
results) with a key and a TTL, with minimal operational complexity. ElastiCache wraps both engines in a
managed shell: AWS handles patching, node failures, cluster formation, scaling operations, and monitoring,
while applications interact with Redis or Memcached through standard client libraries.

2 — Data model and feature differences: Redis as a data structure server vs Memcached as a simple
key-value cache


af://n134

The first major difference between Redis and Memcached is the data model. Memcached stores values as
opaque binary blobs against string keys. The engine does not know or care what the value is; all it does is
store, retrieve, and evict based on memory limits and TTLs. If we want to increment a number, we often have
to pull it into the application, change it, and write it back. Redis, in contrast, exposes rich, typed data structures
and operations that run on the server side, without transferring the entire object to the application.

Redis supports multiple native types: strings, hashes, lists, sets, sorted sets, bitmaps, HyperLogLog, streams,
and more. Each type has specialized commands—Ilike LPUSH/LPOP for lists, SADD/SREM for sets,
ZADD/ZRANGE for sorted sets, INCR/DECR for counters, and stream operations for ordered event logs. This
means we can perform many operations atomically and efficiently within Redis itself, without incurring round
trips or re-serialization costs.

A high-level representation of the data model difference looks like this:

Memcached:
Key -> Opaque Blob
"user:123" -> [serialized JSON/user object]
"page:/home" -> [HTML fragment]

Redis:
Key -> Typed Data Structure
"user:123" -> HASH (name, email, status)
"scores" -> SORTED SET (user_id, score)

"queue:jobs" -> LIST (jobl, job2, job3)
"rate:ip:X" -> STRING (counter)

Because of these data structures, Redis can act as an in-memory application component, not just a blind
cache. We can create leaderboards, queues, time-series-like structures, and rolling counters entirely within
Redis, often replacing separate services such as message queues or specialized ranking systems for certain use
cases. Memcached cannot do this; it only stores and retrieves values.

3 — Scalability, clustering, and threading: Redis sharding vs Memcached distributed nodes

The second major axis of difference is how each engine scales and distributes data. Redis is essentially single-
threaded per process (per node), but ElastiCache scales it horizontally using sharding. In cluster-mode-
enabled Redis, ElastiCache divides the keyspace into 16,384 hash slots and assigns ranges of these slots to
shards. Each shard is a primary node with zero or more replica nodes. Cluster-aware clients compute the hash
slot for a given key and route commands directly to the correct shard. ElastiCache can grow the cluster by
adding shards and rebalancing hash slots, making Redis horizontally scalable to very large datasets and
extremely high request volumes.

Memcached scales differently. It was originally designed as a distributed cache across multiple independent
nodes with client-side hashing. Each node is multi-threaded and can handle many concurrent requests on its
own. When scaling Memcached, we add more nodes and let clients distribute keys across them. There is no
built-in replication or awareness of “shards” within Memcached; each node is a standalone segment of the
keyspace. If one node fails, its portion of the cache is lost and recalculated from the backend. This is usually
acceptable because Memcached is considered purely ephemeral.

We can visualize the scaling difference as follows:



Redis (Cluster Mode Enabled):
[Key] -> hashslot -> sShard

Shard 1: Primary + Replicas (Slots 0-5460)
Shard 2: Primary + Replicas (Slots 5461-10922)
Shard 3: Primary + Replicas (Slots 10923-16383)

Memcached:
[Key] -> Client Hash Function -> Node

Node A: Key subset A (no replicas)
Node B: Key subset B (no replicas)
Node C: Key subset C (no replicas)

Because Redis has replication and cluster-mode sharding, it can maintain partial durability of cached state and
provide automatic failover between replicas. Memcached prefers simple, stateless, replaceable nodes where
the loss of any node is permitted and expected. Redis’s architecture is more complex but provides stronger
guarantees and advanced patterns, while Memcached's architecture is simpler but less fault-tolerant.

4 — Durability, replication, and fault behavior: Redis with persistence vs Memcached as purely
ephemeral

Redis in ElastiCache supports replication and optional persistence features such as snapshots (RDB-style
persistence) and, in some contexts, append-only file (AOF) mechanisms. In managed ElastiCache Redis, we
primarily control backups and snapshots: AWS allows us to take and store snapshots of the in-memory data,
which can later be restored into a new cluster or used for disaster recovery. Replicas keep near-real-time
copies of the primary's data in memory, so if the primary fails, a replica can be promoted without losing the
entire dataset. Some data may be lost (data in flight during the failover window), but the majority remains
available.

Memcached, on the other hand, is non-persistent by design. There is no concept of snapshots, backups,
replicas, or persistence in Memcached. If a Memcached node fails, all the data stored on that node is gone, and
clients will miss those cache entries until they are recomputed and repopulated from the backend systems.
This is why Memcached is used for data that is cheap to regenerate, such as database query results, computed
pages, or serialized objects. We never rely on Memcached as a source of truth.

We can illustrate the different failure models like this:

Redis (with Replication and Snapshots)
Primary Node (AZ-A)
I
+--> Replica (Az-B)
I
+--> Replica (Az-0Q)
Snapshot -> S3-1like backup store

on failure:
- Replica promoted to Primary
- Snapshot can be restored if cluster is lost



Memcached
Node A, Node B, Node C (no replication, no snapshot)

on Node B failure:
- Data on Node B Tost
- Clients miss keys mapped to Node B
- Data gradually repopulated from backend

Because of this, Redis is suitable for workloads where we want better continuity of cached data, and where
losing the entire cache is expensive or risky. Memcached is ideal when losing cache data is acceptable and
recomputing it is relatively cheap.

5 — Operational and integration differences inside ElastiCache: endpoints, Multi-AZ, and topology
behavior

Operationally, ElastiCache treats Redis and Memcached differently. Redis clusters are built around replication
groups. A replication group contains one primary and one or more replicas, potentially across multiple
Availability Zones. ElastiCache automatically manages failover within a replication group: if the primary node
becomes unavailable, a replica is promoted, and the primary endpoint’'s DNS is updated to point to the new
primary. Redis supports Multi-AZ configurations with automatic failover and a set of endpoints: a primary
endpoint for writes and a reader endpoint for read-only connections.

Memcached does not have the concept of replication groups or failover. Each Memcached node has its own
endpoint, and clients perform hashing across these endpoints. When a node fails, we typically remove it from
the client’s node list and possibly add a replacement node. There is no automatic promotion, no “primary”, no
reader endpoint. Because of this, Redis is better integrated into high availability patterns, while Memcached
maintains a simpler operational model.

A simplified view of endpoint and HA behavior:

Redis in ElasticCache:
- Primary Endpoint: always points to current write primary

Reader Endpoint: Toad-balances across replicas

Shard Endpoints (cluster mode): per shard routing
Multi-Az: replicas placed in different Azs, automatic failover

Memcached in ElasticCache:
- One endpoint per node
- No automatic replication or failover
- Clients hash across node Tist
- on failure, cache data on that node is simply Tlost

From an integration standpoint, languages with cluster-aware Redis clients (Java, .NET, Node.js, Python, etc.)
can handle routing and failover logic automatically using the cluster configuration endpoint. Memcached client
libraries are simpler but put more responsibility on the application or client configuration to manage node lists
and handle node churn.

6 — Practical decision framework: when to choose Redis, when to choose Memcached



To decide between Redis and Memcached in ElastiCache, we should think in terms of data richness, fault-
tolerance expectations, and operational needs. If our workload needs only a straightforward, ephemeral,
key-value cache for mostly read-heavy traffic, and we prefer a minimal engine with very low operational
complexity and no persistence story, Memcached is often a good fit. If our workload requires advanced
features, data structures, replication, partial durability, or multi-role use (cache + ephemeral data store), Redis
is almost always the better choice.

A simple mental decision matrix can be visualized like this:

| ElastiCache Engine Selection Decision Matrix |
o o o +
| Criterion | Redis | Memcached |

| Data Structures Rich (lists, sets, | simple key/value|

o i fmmmmmmmmmm oo +
|
| sorted sets, streams)| blobs only |

o e fmm - +
| Persistence / Backup | Snapshots, replicas | None |
| | DR-friendly | Purely ephemeral|
o e fmm - +
| High Availability | Multi-Az, failover | Node loss = |
| | promotion | cache Toss |
o e fmm - +
| Use cases | sessions, queues, | web page cache, |
| | counters, ranking, | DB query cache, |
| | rate limiting | simple objects |
e o e e e e +
| Complexity | Higher (cluster, | Lower (simple

| | replication mgmt) | scale-out) |
e o e e e e +

In most modern AWS architectures, Redis has become the default choice because its data structures,
replication capabilities, and rich feature set support a wider range of patterns: token buckets for rate limiting,
session stores across multiple AZs, leaderboards, background job queues, auto-expiring locks, and more.
Memcached still has an important place when we want a very simple, extremely fast, multi-threaded cache
with no persistence concerns and where losing the entire cache is acceptable.

A pragmatic rule of thumb is: choose Redis when we need more than just “store and fetch a value”, or when
we care about Multi-AZ, replication, or backups. Choose Memcached when we want a simple, scalable,
ephemeral cache layer with minimal configuration, and when our data is cheap enough to recompute that we
do not care about losing it on failures.

Question 4 — How do ElastiCache node types,
memory model, and eviction behavior work
in practice?
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1 — How ElastiCache node types determine memory capacity, CPU behavior, and network performance

ElastiCache nodes are built on specialized EC2 families optimized for memory density, CPU throughput, and
low-latency networking. The node type controls how much data we can store, how quickly Redis or
Memcached can process commands, and how much network traffic the node can absorb before saturation. In-
memory systems are deeply sensitive to CPU speed and network throughput because every GET and SET
translates into memory operations combined with network ingress/egress, making node selection a
foundational architectural decision.

Memory-optimized families (such as r6g, r7g) are prevalent in production Redis clusters because they provide
high memory per vCPU and extremely low memory access latency. General-purpose families may be used for
smaller workloads, but at scale, insufficient vCPU can cause command processing backlogs, while insufficient
network bandwidth can cause tail latency spikes even if memory is not full. The node’s vCPU count also
influences replication speed, snapshot throughput, Lua script performance, and cluster-wide rebalancing
operations. For Memcached, which is multi-threaded, node families with higher vCPU counts directly translate
into parallelized request handling. For Redis, which is single-threaded per process, vCPU helps run multiple
shards or improve OS-level processes but does not parallelize single-shard command execution.

| Influence of Node Type on ElastiCache |

e e TP R LR e T +
| mMemory | Determines dataset | Affects eviction |
e et R e e +
| cpu | Redis: instruction | Memcached: multi |
| | path speed | thread throughput|

controls max ops/s Affects replica |

and cluster scaling | sync & failover |

The interplay between memory capacity, CPU throughput, and network performance means that ElastiCache
node families must be chosen not just on memory size but on operational behavior under load, replication
pressure, and scaling events.

2 — Understanding Redis memory model: overheads, fragmentation, allocator behavior, and usable
memory

Redis memory usage is more complex than simply “keys + values”. Redis uses internal data structures, object
headers, pointers, allocator metadata, and replication buffers, all of which consume memory on top of the raw
dataset. This means that the reported memory usage in Redis often exceeds the sum of the data inserted.
Redis relies on memory allocators—primarily jemalloc—to manage its memory pools, causing fragmentation
when objects are created and deleted. Over time, fragmentation increases, causing the actual RSS (resident set
size) of the memory consumption to be significantly higher than the logical size of keys and values.

Redis also reserves memory for replication buffers, used when sending updates to replicas. During heavy write
loads or long-running operations, these buffers can grow large, temporarily pushing memory usage close to
maxmemory. Additionally, Redis stores internal metadata for each key—Ilike expiry information, type
indicators, and structural pointers—which increases the per-key overhead. Small values can be



disproportionately expensive due to this metadata, making large numbers of small keys a potential source of
memory inefficiency.

| Redis Memory Breakdown (Simplified oOverview) |

e e e e +

| User Data | Real keys and values |

e e et e LT +
|

| Object Metadata Type, expiry, pointers |

e it i +
| Allocator oOverhead | Fragmentation, allocator arenas |
o ettt ettt +
| Replication Buffers | Sync, failover buffers |
e et e e et +
| oS / Runtime oOverhead| Redis runtime, system memory |
- +

Because of these layers of overhead, a node advertised as having 100 GB of memory may only store ~75-80
GB of actual key-value data in stable, fragmentation-aware configurations. Understanding this is crucial to
capacity planning, preventing out-of-memory errors, and avoiding premature evictions.

3 — Memcached’s memory slab allocator: predictable fragmentation and strict TTL-based expiration

Memcached uses a slab allocator, dividing memory into fixed-size chunks grouped by class. Each class contains
chunks of a specific size, and objects are assigned to the smallest slab capable of fitting them. This makes
Memcached efficient for workloads with stable object size distributions but can be wasteful for workloads
where object sizes vary widely. If many keys have slightly different sizes, Memcached may over-allocate space
in higher slab classes, leading to “internal fragmentation”. Over time, this affects the effective memory
utilization, but in a more predictable pattern than Redis’s allocator behavior.

Memcached does not maintain complex metadata per key; instead, it tracks only what is necessary: key, value,
TTL, flags, and a few housekeeping fields. This lean metadata model, combined with multi-threaded execution,
makes Memcached exceptionally fast for straight GET/SET operations. However, Memcached does not support
replication; thus, all memory assigned to a node is immediately lost upon failure. Its slab-based memory
architecture is built for speed, simplicity, and predictable caching behavior.

| Memcached Memory Model |

e e e e T +
| slab Classes | Fixed-size chunk buckets |
o ettt et +
| chunks | Actual allocations for keys

e ettt +
| Metadata | Minimal: key, TTL, flags |
B ettt et E T L e e +

Memcached’s memory model is optimized for workloads where slight inefficiencies in memory utilization are
acceptable in exchange for raw speed and simplicity.



4 — Redis eviction policies and how they enforce maxmemory behavior

Redis enforces a strict maxmemory limit. When memory usage approaches the configured threshold, Redis
initiates eviction operations according to the selected eviction policy. These policies determine which keys are
removed to create space for new writes. The policy selected has major consequences for application behavior
under memory pressure. Redis supports several eviction strategies:

e Remove keys randomly

e Remove keys randomly only among keys with expiry
e Remove least frequently used keys

e Remove least recently used keys

e Remove keys with nearest expiry

e Reject writes with an error (no-eviction mode)

In practice, most production systems use LFU or LRU variants, as they preserve the most actively used data
and evict less important keys. Redis maintains access counters or timestamps internally to compute these
metrics. When Redis runs out of memory and an eviction policy is active, it removes keys incrementally to
maintain memory stability. This means that eviction is not a catastrophic event but a continuous background
mechanism once the dataset approaches full capacity.

| Redis Eviction Flow (Simplified) |

e e e T E e e e e e +
| Incoming write | Redis checks memory usage |
e it ittt +
| over maxmemory? | Yes -> Trigger eviction |
o m et et e +
| Evaluate Policy | LRU / LFU / Random / TTL-based |

e L E L o +
| Remove Keys |
o et ataiala +

The eviction strategy chosen must align with the caching pattern. For example, a session store should not use
random eviction, while a cache-aside layer may tolerate it if TTLs ensure natural cycling. Understanding
eviction behavior is critical because a poorly chosen strategy can silently degrade application correctness or
performance.

5 — Memcached eviction behavior: LRU slabs and predictable key churn

Memcached uses a simpler eviction mechanism. Within each slab class, items are managed using an LRU
queue. When a slab runs out of available chunks and a new item needs to be inserted, the item at the tail of
the LRU list is evicted. This localized LRU means eviction happens per slab class, not globally across the entire
cache. An object belonging to one slab class cannot evict an object in another slab class, even if there is free
space available in that other class. This can lead to situations where some slabs are underutilized while others
are saturated.



Memcached’s predictable eviction behavior makes it easy to model churn in workloads with stable request
patterns. However, if object size variance is high or slab distribution is uneven, some parts of the cache will
experience disproportionate churn. TTL expiration works alongside slab eviction, where expired keys are lazily
removed when accessed or overwritten. Memcached does not attempt complex eviction strategies because its
design philosophy favors speed and transparency over adaptive memory heuristics.

| Memcached Eviction (Per Slab Class) |

e e e P LR PR PP PRt +
| Insert New Item | check sTab Free Chunk

R e +
| Free Chunk Exists? | Yes -> Insert |
| | No -> Evict LRU in this slab |
R e +

Because eviction happens per slab class, workloads with highly variable object sizes require careful
examination to avoid pathological eviction patterns.

6 — Combining memory planning, node selection, and eviction strategy into a cohesive capacity model

Choosing node types, understanding memory overhead, and selecting the right eviction policies must be
combined into a coherent capacity planning process. For Redis, we must consider allocator overhead,
replication buffers, peak traffic patterns, shard distribution, and eviction strategy. Underestimating overhead
can cause Redis to hit maxmemory prematurely and trigger unexpected evictions. For Memcached, slab
distribution, object size histogram, and multi-threaded request patterns define how efficiently memory is used
and how predictable evictions will be.

A well-designed ElastiCache capacity model incorporates these dimensions:

ElastiCache Capacity Model

| Node Type -> Memory + CPU + Bandwidth

| Memory Model -> Fragmentation + Overhead

| Eviction Model -> LRU/LFU/Random/STab |
| Scaling Model -> Shards + Replicas + Node Count |
| workload Model -> Object size + access patterns |

The combination of these variables determines whether the cache behaves predictably, whether evictions
affect correctness, and whether the system can maintain microsecond-level latency under peak load. A
misaligned configuration—such as using too-small node types, ignoring Redis memory overhead, or selecting
an inappropriate eviction strategy—can lead to cascading failures where the cache becomes ineffective or
even harmful to system performance.
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Question 5 — How do Amazon ElastiCache
Redis cluster topologies and behaviors differ
(cluster mode disabled vs enabled)?

1 — Why Redis has two architectural modes and how they fundamentally differ

Redis inside ElastiCache operates in two distinct architectural modes—cluster mode disabled and cluster
mode enabled—because Redis was originally designed as a single-instance, single-threaded in-memory store,
and cluster support was introduced much later as a scaling mechanism. These two modes exist to serve
different workload profiles. Cluster-mode-disabled is optimized for simplicity, strong consistency within a
single shard, and predictable failover behavior. It supports replication and Multi-AZ failover but stores the
entire dataset on one primary node. Cluster-mode-enabled, on the other hand, provides horizontal scalability
by splitting the dataset into multiple shards, each with its own primary and replicas, allowing Redis to support
very large datasets and extremely high request throughput. The reason both modes exist is to preserve
compatibility with legacy Redis clients and applications that expect a single-node topology while still enabling
massively scalable architectures for modern, high-volume workloads.

ettt e e P LR e o +
| Mode | Ccluster Disabled | Cluster Enabled |
o Fom e fmm - +
| Dataset | Entire dataset on | split across |
| | one shard | multiple shards |
o Fom e fmm - +
| Scaling | vertical + replicas | Horizontal + |
| | | many shards |
o oo fmm - +
| Clients | simple clients | Cluster-aware

e e T Fom o - +

The choice between the two modes is foundational, because it dictates scaling limits, failover patterns, routing
logic, memory constraints, and even application design.

2 — Cluster-mode-disabled architecture: single-shard simplicity with Multi-AZ replication

In cluster-mode-disabled deployments, Redis operates as a single logical shard. The deployment consists of
one primary node that handles all reads and writes and zero to five replica nodes for read scaling and
failover. The primary node maintains an internal replication buffer, asynchronously streaming updates to its
replicas. Replicas may fall behind the primary during heavy write bursts, but ElastiCache’s control plane
monitors replication lag and attempts to maintain consistency.

Because the entire dataset lives on one primary, this mode relies heavily on the node’s memory and CPU
capacity. Scaling the dataset means vertically scaling the node (moving to a larger instance type). Horizontal
scaling is not possible for the dataset itself; replicas only increase read throughput, not memory capacity.
Cluster-mode-disabled is therefore ideal for datasets that fit comfortably within the memory constraints of a
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single node and workloads that require strong consistency for key operations.

Cluster Mode Disabled (Single Shard)

Pommemosssssssssoos +
| Primary Node | <---- Al1 keys stored here
fossssssssssossooo= +

| \

| \

% v
e e T Pocccossos +
| Replica | | Replica |
fpossssssss $ fposssssss= +

Failover is straightforward: if the primary node fails, a replica is promoted, and the primary endpoint’'s DNS is
updated. Applications do not need to be cluster-aware; they simply connect to the primary endpoint and issue
commands.

3 — Cluster-mode-enabled architecture: multi-shard topology with hash slot distribution

Cluster-mode-enabled introduces sharding by dividing the Redis keyspace into 16,384 hash slots. Each key
maps to exactly one hash slot, computed by hashing the key name. These slots are distributed across multiple
shards. Each shard contains a primary node and optional replicas. The number of shards defines how many
primaries exist, which directly influences horizontal scaling capacity. Adding more shards increases the total
available memory and throughput, because each shard is operated independently by its own dedicated Redis
process.

Clients connect to the cluster's “cluster configuration endpoint” and learn the full mapping of hash slots to
shards. When a client sends a command for a key, it calculates the slot and sends the request to the correct
shard endpoint. If the cluster is resharded (e.g., when adding or removing shards), Redis temporarily redirects
clients with MOVED or ASK replies until clients synchronize with the updated topology.

Cluster Mode Enabled (Multi-Shard)

e e et +
| Slot Range | shard Primary | Replicas |
R e T T B e o +
| 0 - 5460 | Primary A | A1, A2 |
| 5461 - 10922 | Primary B | B1, B2 |
| 10923 - 16383 | Primary C | c1, c2 |
e e +

This architecture allows ElastiCache Redis to scale to massive workloads with hundreds of gigabytes or even
terabytes of memory, billions of requests per day, and extreme parallelism across shards.

4 — Internal routing, failover, and client behavior in both modes



In cluster-mode-disabled, routing is simple: all write requests go to the primary endpoint, and read requests
may be distributed across the reader endpoint (if replicas are present). Applications do not need to know
which node stores which key. Failover is managed by ElastiCache’s control plane. When the primary fails, a
replica becomes the new primary, and DNS for the writer endpoint shifts, typically in a few seconds. Clients
reconnect automatically and continue operating without needing to understand cluster topology.

In cluster-mode-enabled, routing becomes more complex. Clients must compute hash slots and route
commands to the correct shard. For this reason, cluster-supporting client libraries are required. The cluster
has a configuration endpoint that clients query to obtain shard mappings. If the cluster is rebalanced—moving
slots between shards—clients can temporarily receive MOVED responses, which instruct them to re-route
requests to the correct shard. During failover, each shard handles failover independently. If one shard's
primary fails, its replica is promoted, and the shard remains operational without affecting others.

Routing in Cluster Mode Enabled
Client -> cCalculate Slot -> Identify Shard -> Route Request

If Slot Changed:
Redis -> MOVED Response -> Client Updates Routing Table

This decentralized failover and routing model helps Redis clusters achieve very high resilience, with failures
isolated at the shard level instead of affecting the whole cluster.

5 — Scaling dynamics: vertical scaling vs horizontal resharding in both architectures

Cluster-mode-disabled can only scale vertically, meaning the only way to increase memory capacity or write
throughput is to move to a larger node type. Read throughput can be increased by adding replicas, but write
throughput remains bound by the single primary’s CPU and network capacity. At very high scale, this becomes
a limiting factor because Redis is single-threaded per process. For moderate workloads, vertical scaling is
simple and effective, but beyond a certain dataset size or write rate, it becomes constraining.

Cluster-mode-enabled scales horizontally by adding more shards. When a new shard is added, ElastiCache
triggers a resharding process where hash slots are redistributed from existing shards to the new shard. This
allows the dataset to grow and write throughput to rise. Horizontal scaling is more complex operationally but
provides effectively unbounded growth, limited only by cluster size quotas and application architecture. Scaling
down involves merging shards and redistributing slot ranges back into fewer shards.

Horizontal Scaling (Add shard)
Before:

Shard A: Slots 0-8191

Shard B: Slots 8192-16383

After Adding Shard cC:
Shard A: STots 0-5460
Shard B: Slots 5461-10922
Shard C: Slots 10923-16383

This flexibility makes cluster-mode-enabled the only viable choice for applications that expect rapid growth,
unpredictable traffic spikes, or massive datasets.



6 — Choosing between cluster mode disabled vs enabled for real-world workloads

Choosing the correct mode depends on dataset size, throughput expectations, client capabilities, and
operational constraints. Cluster-mode-disabled is appropriate when the entire dataset can easily fit into a
single node with headroom for memory overhead and future growth. It is also the preferred mode when
application code or client libraries do not support cluster-aware routing. Because of its simplicity, cluster-
mode-disabled is common for session stores, small-to-medium caches, or workloads where consistency within
a single shard is important.

Cluster-mode-enabled is required when the dataset exceeds the capacity of a single node, when write
throughput must scale horizontally, or when we need resilience across multiple shard boundaries. It is the
architecture of choice for high-traffic distributed systems, real-time analytics platforms, gaming leaderboards
with large datasets, clickstream processors, and global-scale caching layers where millions of keys are accessed
in parallel.

Decision Matrix for Mode Selection

e e PP PR o +
| Criteria | Recommended Mode
e e it +
| Dataset < single node | Cluster Disabled
e i +
| Large dataset | Cluster Enabled
e e PP PR o +
| Need simple routing | Cluster Disabled
e e it +
| Need horizontal scaling | Cluster Enabled
e i +
| Multi-tenant large apps | Cluster Enabled |
e LR PP PP e e +

In practice, modern distributed systems increasingly adopt cluster-mode-enabled from the beginning because
it reduces future migration complexity. However, for smaller systems with predictable workloads and tight
latency requirements, cluster-mode-disabled remains a robust and operationally clean choice.

Question 6 — How does high availability and
failover work inside Amazon ElastiCache
Redis and Memcached?

1 — The fundamental meaning of high availability in ElastiCache and how the control plane enforces it

High availability (HA) in Amazon ElastiCache is the continuous capability of the caching layer to serve traffic
even when individual cache nodes, network paths, or Availability Zones fail. Because Redis and Memcached
are in-memory systems, node failures can cause immediate data loss or service interruption if not handled
correctly. ElastiCache’s HA design is built on an AWS-managed control plane that monitors node health,
replication lag, process responsiveness, and infrastructure signals. When a failure is detected, the control
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plane executes a coordinated failover workflow that includes promoting replicas, updating DNS endpoints,
synchronizing state, and restoring redundancy across Availability Zones. HA is not a single feature but a
composite behavior that combines replication, Multi-AZ placement, automatic failover, self-healing node
replacements, and predictable recovery steps. This architecture ensures that even under stress or
infrastructure-level disturbances, the cache layer remains functional and consistent with minimal operational

burden on the user.

o +
| ElastiCache High Availability Core |
o o +
| Health Monitoring | Node responsiveness, replication lag |

e et e e S +
| Failover control |
e e e e e e e S +
| Multi-Az Placement |
R it et it +
| self-Healing |

This foundation is especially critical for Redis because it supports replication and acts as more than just a
throwaway cache. Memcached, by contrast, handles HA by expecting the application to tolerate data loss and
node unavailability, leading to very different behavior and expectations.

2 — How Redis uses replication and Multi-AZ placements to achieve fault tolerance

Redis in ElastiCache provides HA through replication and Multi-AZ architecture. Each Redis primary node
can have up to five replicas. In a Multi-AZ setup, replicas are placed in different Availability Zones so that an AZ
outage will not remove all copies of the dataset. Replication is asynchronous—but highly optimized—meaning
the primary sends updates to replicas as the write stream progresses. Replicas track replication offsets to
maintain near-real-time state alighment. Under normal operation, this replication setup ensures that cached
data is available even when one node becomes unreachable.

Multi-AZ design provides a topological guarantee: the primary node resides in one AZ, while replicas are
spread across other zones. If a zone fails entirely, the replicas in healthy zones are available to take over as
new primaries. Because Redis stores all data in memory, the failover mechanism must promote a replica that
already holds a nearly complete in-memory copy. This reduces the failover window to a few seconds and
avoids the need for cluster-wide rebuilds.

Redis Multi-AZ Architecture

Fommm e + Fomm e +
| AZ A | | AZ B |
[ Primary Node | ---> | Replica Node |
Fommm e + Fomm e +
\
\ e e L L T T +
\oomeemeaos > | AZ C |



This architecture ensures that Redis replication groups remain resilient against both node-level failures and
larger zone-level outages.

3 — Automatic failover workflow for Redis: detection, promotion, DNS update, and restoration

The failover sequence in Redis is orchestrated entirely by the ElastiCache control plane. The workflow begins
with failure detection, where the control plane identifies that the primary node has stopped responding to
health checks, is experiencing severe replication issues, or is otherwise deemed unhealthy. Once the primary is
confirmed to be down, the system selects the most suitable replica—typically the one with the lowest
replication lag—as the new primary.

The control plane then promotes the chosen replica by updating its role from replica to primary. Next, it
updates the primary endpoint DNS record so that applications automatically reconnect to the correct node.
Redis clients are designed to reconnect upon connection failure, picking up the DNS update seamlessly. Once
the new primary is active, the control plane triggers re-replication, creating new replica nodes to restore the
original redundancy level across other AZs.

Automatic Failover Sequence (Redis)
o e Eatatata e L +
| 1. Failure Detected

| Node down, lag spike, or no heartbeat |
o it ettt +
|

| 2. Replica Selected Choose replica with lTowest lag |

LRt L LR L e e e e L S T +
|

| 3. Promotion Replica becomes new primary

e o +

| 4. DNS Update | Primary endpoint -> new primary

e it ettt T +
|

| 5. Healing Create new replica to restore redundancy|

LRt L LR L e e e e L S T +

Failover typically completes in a few seconds, with only a brief interruption where in-flight traffic fails and
clients automatically retry. This behavior makes Redis a viable component in mission-critical architectures
where uptime is paramount.

4 — Memcached's fundamentally different HA model: statelessness and client-driven resilience

Memcached does not support replication, Multi-AZ failover, or automatic promotion of nodes. Instead,
Memcached is designed to be ephemeral and stateless. Each node in a Memcached cluster holds its own
independent subset of the keyspace. If a node fails—due to AZ issues, hardware degradation, or maintenance
—the data stored on that node is irreversibly lost. ElastiCache replaces failed Memcached nodes automatically,
but there is no failover of data, no replica promotion, and no endpoint continuity.

Because Memcached lacks built-in durability, applications must tolerate missing data gracefully. When a node
becomes unavailable, clients simply treat this as a cache miss. They either skip the failed node or re-hash the
key distribution to exclude that node. Applications recompute or re-fetch the missing data from backend
systems such as RDS or DynamoDB.



Memcached HA Flow
Node Fails ->
Cache Data Lost ->
Client Hash Adjusts ->
Keys Repopulated from Backend

This model is perfectly acceptable for workloads where caching is purely an optimization and never a source of
truth. Web page caching, query result caching, and microservice response caching often fall into this category.
Because Memcached is multi-threaded and extremely lightweight, its lack of complex HA features is intentional
—it prioritizes speed and simplicity over resilience.

5 — How HA behaves in cluster-mode-enabled Redis compared to cluster-mode-disabled Redis

Cluster-mode-disabled Redis provides HA at the replication group level, which means there is only one
primary and a set of replicas. Failover replaces only the primary node. The entire dataset exists within a single
shard, so failover is straightforward but the single-shard design becomes a single scalability boundary.

Cluster-mode-enabled Redis provides HA at the shard level. Each shard has its own primary and replicas, and
failures are isolated to individual shards. If Shard A’s primary fails, it does not affect Shard B or Shard C. This
decentralized failover model makes cluster-mode-enabled architectures more resilient under partial failures.
Multiple shard failovers can occur independently without bringing down the entire cluster.

Cluster Enabled HA Model (Multi-Shard)

Shard 1: Primary Fails -> Replica Promoted (Shard 1 Healthy)
Shard 2: unaffected

Shard 3: unaffected

This shard-level isolation significantly improves large-cluster stability because failures become localized events
rather than cluster-wide disruptions.

6 — Failover limitations, replication lag scenarios, and common real-world failure patterns

Despite its robustness, Redis failover has important limitations. Because replication is asynchronous, some
data may be lost if the primary fails before replicas receive recent writes. This window is typically small—
milliseconds under normal load—but can widen during heavy bursts or high-latency network conditions.
Replication lag metrics must be monitored to ensure that replicas remain nearly in-sync with the primary.

Long-running Redis commands—such as large key deletions, expensive Lua scripts, or O(N) operations—can
temporarily block the event loop and cause artificial lag. If failover occurs during such moments, the replica
with lowest lag may still be behind by a few seconds. Additionally, if replicas fall too far behind, they may
trigger a full resynchronization, which is memory- and CPU-intensive.

Memcached failures follow different patterns. Because there is no replication, hot slabs can be evicted rapidly
after node loss. Applications experience sudden surges of cache misses, often leading to increased load on
backend systems. If the backend database cannot handle this surge, cascading failures can occur. This
phenomenon is known as cache stampede on node loss, and it must be mitigated through client-side
protections such as exponential backoff, jitter, and request collapsing.



Redis Failure Pattern Contrast

e et e e e T T +

| Scenario | Behavior |
et et et e T +

| Primary Fails | Replica promoted, small data loss |
e et et +

| Replica Behind | Potential data inconsistency
e e e e e e e e T +

| Resharding Active | shard-level routing updates |

ettt et e +
Memcached Failure Pattern Contrast
ittt et ettt +
| Scenario | Behavior |
e e e L e +
| Node Fails | ATT keys on node Tlost |
e e L L e e e T e e e EE L e e P P e et +
| client Rehash | Backend Toad spike |
et ettt it ST +

Understanding these patterns ensures that infrastructure teams design caches with realistic failure
expectations and build application logic that can withstand Redis replica promotions and Memcached node
churn.

Question 7 — How does Amazon ElastiCache
handle data durability, backups, and
persistence options?

1 — What “durability” means in an in-memory system and why ElastiCache treats persistence
differently than databases

Durability in traditional databases means that once a write is acknowledged, the data must survive crashes,
restarts, and infrastructure failures. However, Redis and Memcached are in-memory engines, designed for
extreme performance and not primarily for durable storage. Because RAM is volatile, durability in ElastiCache
refers not to permanent, long-term storage guarantees but to limiting data loss during failures, providing
snapshots for restoration, and enabling replica-based continuity when a primary node fails. ElastiCache’s
durability philosophy is therefore hybrid: it protects cached data from single-node failures using replication,
preserves logical backups using snapshots, and maximizes the probability that an operational Redis cluster
retains its in-memory dataset across failures. But it does not guarantee the same level of durability as RDS or
DynamoDB. Understanding this distinction is crucial to ensuring that applications never treat ElastiCache as
the system of record.
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Durability Spectrum

| DynamoDB / RDS | Persistent disk-backed durability |
| Redis (with | Memory-backed + replicas + snapshots

| persistence) | |
| Redis (no pers.)| Memory-backed + replicas only |
| Memcached | Ephemeral, zero durability |

This mental model clarifies why ElastiCache durability must be viewed as risk-reduction rather than
permanent storage.

2 — Redis replication as the primary mechanism for in-memory durability and continuity

Redis uses asynchronous replication to propagate writes from the primary to replicas. Replicas maintain an in-
memory near-real-time copy of the data. Although writes are not instantly synchronous, replication lag is
typically small under normal workloads and remains the primary mechanism for preventing catastrophic data

loss when a primary fails. Replicas also contain replication buffers, storing transient write streams that help
replicas resynchronize after brief disconnections.

When the primary fails, ElastiCache promotes the most up-to-date replica, thereby retaining most of the
dataset in memory. This provides robust in-memory continuity, reducing the risk of losing the entire dataset.
Because replication is asynchronous, some data loss is possible during failover, but it is typically minimal. It is
essential to acknowledge that failover is a high-availability mechanism, not a means of absolute durability.
Redis therefore provides what we call operational durability—the ability to maintain the dataset across
transient failures but without permanent storage guarantees.

Replication-Based Continuity
Primary --> Replica A
--> Replica B

on Failure:
Replica A becomes Primary (minor Tag possible)

This architecture is critical for session stores, counters, rate limiters, user state caches, and many real-time
systems where cache correctness matters but absolute durability is handled at the database layer.

3 — Redis snapshots (RDB) in ElastiCache: how backups work and what they protect against

ElastiCache offers snapshots for Redis clusters, which serialize the entire in-memory dataset into a persistent
file stored in a durable backing store similar to Amazon S3. These snapshots can be taken manually or
automatically based on a daily backup window. Snapshots are the only mechanism that provides persisted
durability for Redis data beyond the memory of running nodes.



During snapshot creation, Redis performs an RDB-style dump of the dataset. ElastiCache manages this process
so that it is as lightweight as possible, but large datasets still require careful scheduling to avoid performance
impacts. The snapshot file can later be used to create a completely new cluster or restore an existing one after
a total failure. Snapshots are not continuous; they represent a point-in-time backup. If a failure occurs
between snapshots, data written since the last snapshot may be lost. This is expected behavior in an in-
memory caching system. Snapshots are therefore most useful for:

e Restoring large read-heavy caches after disasters
e Seeding a new environment with pre-warmed data

e Recovering from rare total cluster loss events

Snapshot workflow
Redis In-Memory Data

|
%
Snapshot File

%
Durable Backup Storage

Snapshots give Redis a hybrid role: fast in-memory caching combined with recoverable state for high-value
datasets.

4 — Lack of persistence in Memcached and its fully ephemeral durability model

Memcached, unlike Redis, offers no durability mechanisms whatsoever. There are no replicas for data
safety, no snapshots, no restoration workflows, and no persistence features. Memcached nodes store data
entirely in memory, and if a node fails—whether due to network errors, AZ outages, or system restarts—the
data stored on that node is irrecoverably lost.

This design is deliberate. Memcached's purpose is to serve as a high-speed, best-effort cache for data that can
always be recomputed or re-fetched from a durable system of record. Its durability model is therefore defined
by acceptance of loss and reliance on backend systems such as RDS or DynamoDB to repopulate missing
keys. Because Memcached uses client-side hashing, the loss of a node leads to an immediate redistribution of
keys, causing a temporary spike in cache misses, known as a cache stampede, until repopulation stabilizes.
Applications using Memcached must therefore rely on:

e Database fallbacks
e Graceful degradation
e Request throttling or backoff

e Cache-filling strategies to avoid backend overload

Memcached Durability Model
Node Fails -> Al1l Data Lost -> Client Rehash -> Backend Repopulates



Memcached's ephemeral nature makes it ideal for workloads that require extremely low latency but do not
require data survival beyond node lifecycles.

5 — Cluster-mode-enabled durability behavior: shard-level snapshots, shard-level replicas, and per-
shard failovers

In cluster-mode-enabled Redis, durability and persistence operate at the shard level. Each shard has its own
primary and replicas, and snapshots are created per shard. This means:

e Failovers occur independently per shard
e Replication lag is tracked per shard
e Snapshots capture each shard’s dataset independently

e Restorations rebuild each shard separately

This shard-level independence is what enables Redis to scale horizontally and still maintain predictable
durability characteristics. If one shard’s primary fails, only that shard’'s dataset is affected; other shards remain
operational. During backup or restore operations, each shard performs its own snapshot, producing multiple
files, one per shard.

Cluster-Enabled Durability Model

Shard 1: Primary + Replicas -> Snapshot 1
Shard 2: Primary + Replicas -> Snapshot 2
Shard 3: Primary + Replicas -> Snapshot 3

This architecture ensures that large clusters remain manageable, resilient, and restorable even at high scale.
Durability becomes more granular and predictable, aligning with Redis’s distributed design.

6 — How to design applications around ElastiCache durability limitations: correctness, fallback paths,
TTL modeling, and data regeneration

Because Redis and Memcached offer partial or zero durability, applications must always treat ElastiCache as an
optimization layer, never a source of truth. The system of record—whether RDS, Aurora, DynamoDB, S3, or
an external service—must retain all persistent state. Applications must be built to tolerate:

e cache evictions

e key expirations

e failover-induced data loss

e cache warm-up delays

e cluster-wide flushes during restores

e Memcached node churn

Redis can protect against total loss using snapshots and Multi-AZ replicas, but an application should always be
prepared to regenerate data using a fallback mechanism. This typically involves:

e Reading from the database after a miss

e Recomputing derived values



e Rehydrating session data

e Regenerating counters or temporary state

Application Durability Strategy
Client -> ElastiCache (fast path)
-> On Miss -> DB / Compute (slow but durable)

ElastiCache durability strategies must therefore be holistic, combining replication, snapshots, TTL design, and
proper application logic to ensure correctness even when the in-memory layer is reset or partially lost.

Question 8 — How do we design for
performance in Amazon ElastiCache (latency,
throughput, and connection behavior)?

1 — End-to-end latency path: where ElastiCache actually saves time in a request

When we talk about performance in ElastiCache, we are really talking about the full latency path from the
user's device to the database and back, and where an in-memory layer cuts that path down. A typical request
without caching moves through multiple layers: the client sends an HTTP request, a load balancer terminates
it, an application container executes business logic, the app talks to a database over TCP, the database
executes queries on disk or SSD, and finally responses are sent back through the stack. Even if each step is
reasonably fast, the total adds up to tens of milliseconds or more, especially under load. ElastiCache short-
circuits this by providing an in-memory copy of frequently accessed data right next to the application layer, so
instead of hitting a disk-backed database, the app performs a fast memory lookup.

The performance impact becomes obvious if we visualize the latency path with and without a cache. Without
ElastiCache, every read goes all the way down to the database for each request. With ElastiCache, most reads
stop early at a memory node, and only cache misses go deeper. This changes the dominant cost from
“database latency + I/0 + compute” to “in-memory lookup + network hop inside the VPC”, which is usually one
or two orders of magnitude faster.

without Cache (Slow Path)
User -> LB -> App -> DB (disk/sSSD) -> App -> LB -> User
~1-5ms ~1-2ms ~3-15ms+ IO ~1-2ms ~1-5ms

with Elasticache (Fast Path)
User -> LB -> App -> ElastiCache (RAM) -> App -> LB -> User
~1-5ms ~1-2ms ~100-600us ~1-2ms ~1-5ms
|
| on miss only:
v
DB (disk/SsSD)
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In this picture, ElastiCache acts like a near-CPU speed data layer sitting logically “between” the app and the
database, but physically closer to the app. The closer we place the cache nodes (same VPC, same AZ whenever
possible), the more we minimize network latency in the path, and the more consistent our P50, P90, and P99
latencies become.

2 — In-node performance: single-threaded Redis, multi-threaded Memcached, object sizes, and
command cost

Once a request reaches an ElastiCache node, latency is dominated by three factors: the engine’s execution
model, the cost of the individual command, and the size and structure of the objects being processed. Redis is
single-threaded per process for command handling, which means every command is executed sequentially by
the main event loop on a single CPU core. This does not mean Redis is slow; in fact, a single core can handle
hundreds of thousands of operations per second because each operation is an in-memory pointer and data
structure manipulation. However, it also means that very heavy commands (for example, scanning huge keys,
large SORT operations, or massive Lua scripts) can block the event loop and increase latency for all clients.
Memcached, in contrast, is multi-threaded and can process multiple requests in parallel on multiple CPU cores,
which makes it extremely good for simple GET and SET operations under massive concurrency.

The size and structure of the values strongly affect how quickly commands run. Small, flat values (short strings,
simple hashes with few fields) can be read and written extremely quickly. Large objects—multi-KB or MB
values, gigantic lists or sorted sets, heavily nested structures—consume more CPU to serialize, deserialize, and
manipulate, directly increasing per-request latency. In Redis, some operations are O(1) or O(log N), while
others are O(N) on the number of elements in a structure or on the length of a value. If we accidentally use
O(N) operations on large collections in a hot path, we turn a microsecond system into a millisecond system.
This is why performance design in Redis always starts with understanding which commands are used, what
their algorithmic complexity is, and how large the underlying keys and values can grow.

We can think of in-node performance as a pipeline: the node receives a TCP frame, parses the
Redis/Memcached protocol, executes the command in user-space, touches memory, prepares the response,
and queues it back on the socket. As long as the CPU is not saturated and commands are lightweight, each
step is incredibly fast. When CPU saturates, or when individual commands are heavy, the event loop becomes
congested, and queueing delay appears at the node level even if the underlying hardware is large and
powerful.

In-Node Execution Pipeline (Redis view)
[Network RX] -> [Protocol Parse] -> [Command Execute] -> [Memory Touch] -> [Protocol
Serialize] -> [Network TX]

Designing for performance therefore means choosing command patterns that are cheap, keeping key sizes
and collection sizes under control, and ensuring that the node’s CPU core is not overloaded by heavy
operations or enormous bursts.

3 — Network and TCP behavior: connections, Nagle's algorithm, connection pooling, and pipelining



At the network level, ElastiCache performance is shaped by how clients establish and use TCP connections.
Every Redis or Memcached operation sits on top of a TCP stream; creating a new TCP connection involves a
three-way handshake (SYN, SYN-ACK, ACK), potential TLS negotiation, and kernel resource allocation. If our
application opens and closes connections for each request, we will waste a lot of time and CPU on handshake
overhead rather than useful work. The correct pattern is to use long-lived connections and connection pooling
so that expensive handshakes are amortized across many operations.

Nagle's algorithm and TCP_NODELAY are important details. Nagle buffers small packets to send them together,
which can reduce packet count but increase latency. Many Redis clients disable Nagle (set TCP_NODELAY) so
that each request is sent immediately. However, this can increase packet overhead for extremely chatty
patterns. Pipelining in Redis provides a much better pattern: the client sends multiple commands back-to-back
on the same connection without waiting for responses, and Redis processes them sequentially, sending
responses as a stream. This removes a round-trip between every command and is a core tool for achieving
very high throughput with low per-operation latency.

The low-level TCP flow from a single client to a Redis node, including pooling and pipelining, looks like this:

Low-Level TCP and Pooling

et T + o + e e +
| Application Threads | | Connection Pool | | ElastiCache Node
| (workers, handlers) | | (shared sockets) | | (Redis / Memcached)
R fmm - + fommm - R + fom - fom - +

SEND command(s) |

The important point is that new TCP connections should be rare events. We design our applications so that
threads share a pool of persistent connections to the cache. Within those persistent connections, we apply
pipelining and batched operations to reduce the effective cost per command and to keep the TCP streams
busy but not congested. Misconfigured clients that repeatedly open and close connections or do not pool
connections can turn a high-performance ElastiCache cluster into an artificially slow system dominated by
handshake costs and kernel context switches.

4 — Throughput design: per-node limits, multi-shard scaling, replicas, and hot-key distribution

Throughput in ElastiCache is governed by how many operations per second a node or shard can handle before
latency degrades. For Redis, a single primary node has a hard ceiling based on its CPU core and network
bandwidth because of the single-threaded event loop. For Memcached, multi-threading and higher vCPU
counts allow more parallelism, but each node still has a saturation point. When we exceed this point, queues



inside the node grow, and latency jumps for all clients. The right design is to operate each node well below
saturation and use horizontal scale to increase total throughput.

For Redis cluster-mode-enabled, throughput scales horizontally by adding shards. Each shard’s primary
processes a disjoint subset of keys and therefore a disjoint subset of traffic. With N shards, the theoretical
maximum throughput is roughly N times a single shard'’s throughput (assuming good key distribution and no
single hot shard). Replicas can absorb read traffic, but they do not increase write throughput because all writes
still go through the primary. For read-heavy workloads, we can offload reads to replicas using the reader
endpoint or read-from-replica settings, thereby increasing effective read capacity without adding more shards.
However, heavy write workloads must be distributed across shards by designing keys so that they hash into
multiple slots instead of concentrating on one shard.

Hot keys are a major performance risk. A hot key is a key that receives a disproportionately high fraction of
reads or writes. Even in a large Redis or Memcached cluster, a single hot key can cause a single node or shard
to saturate while others remain underutilized. This shows up as high latency and errors for any requests
involving those keys, while other keys are fine. The cure is to design key naming and data modeling so that hot
data is sharded across multiple keys or multiple shards—for example, using bucketing, prefixing, or hash tags
in Redis cluster.

Throughput Model (Redis Cluster)
Total Throughput = (#Shards) x (Throughput per Shard)
Subject to:

- No single shard overloaded

- Key distribution relatively uniform

- CPU and network per shard below saturation

For Memcached, throughput scales by adding more nodes and letting clients hash keys across them, again
assuming keys are evenly distributed and no single node becomes a hot spot. Good performance design is
therefore a combination of per-node capacity planning and careful keyspace design to avoid imbalance.

5 — Practical performance patterns: batching, pipelining, TTL design, and avoiding heavy operations

Real-world performance comes from a set of practical patterns that together keep latency low and throughput
high. First, we minimize the “chattiness” between the application and ElastiCache by batching related
operations whenever possible. For Redis, pipelining multiple commands over a single TCP round-trip is often
the difference between tens of thousands and hundreds of thousands of ops per second from a single client.
Instead of issuing N separate GET calls one by one and waiting for each response, we can send N GETs in a
pipeline and read N responses in one stream. This reduces network overhead and keeps the Redis event loop
busy with useful work instead of idle waiting.

Second, TTL design plays a major role. Very short TTLs can cause high churn, with keys constantly expiring and
being reloaded from the database, which increases backend load and reduces cache hit ratio. Very long TTLs
can cause stale data to linger and may reduce the effectiveness of cache eviction policies by filling memory
with cold data. For performance, we usually aim for TTLs that reflect the natural freshness requirements of the
data and the trade-off between hit ratio and memory usage. High hit ratios protect databases from load spikes
and keep tail latencies low.



Third, we avoid heavy or unbounded operations in the hot path. In Redis, commands like KEYS on large
keyspaces, large blocking operations on huge lists, or complex Lua scripts that traverse large datasets can
block the single event loop and immediately harm latency for all clients. These operations must either be
avoided or moved to off-peak maintenance windows, using patterns like SCAN with small batches and careful
incremental processing. Monitoring Redis slowlog and engine-level metrics is crucial for identifying these heavy
operations before they become systemic problems.

High-Performance Usage Pattern (Redis)

1. Maintain persistent TCP connections via connection pools
. Use pipelining for multi-key operations

. Choose cheap commands (0(1) or 0(log N) 1in hot paths)

. Set TTLs that balance freshness and hit ratio

Avoid Targe blocking commands on hot data structures

v b W N

By aligning application behavior with these patterns, we move most cache operations into the “cheap, fast,
repeatable” category and reserve expensive actions for controlled situations where their impact can be
managed.

6 — Combined performance architecture: high-level + low-level flow and troubleshooting path

To put all these concepts together, it is useful to imagine a combined performance architecture diagram that
shows both the high-level service flow and the low-level TCP behavior inside that flow. At the top level, we have
users generating HTTP requests, which travel through DNS, load balancers, and application compute. The
application first consults ElastiCache via a connection pool. If the cache hits, the response is assembled and
returned quickly. If the cache misses, the app queries the database, computes the result, places it into the
cache, and then responds. Underneath that high-level logic, each cache access is executed over warm
persistent TCP connections, often with pipelined commands.

combined Performance Architecture

[ user ]
|
v
[ coN / LB ]
|
v
[ AppTlication Tier ]
I\
| \ Fast Path (Cache Hit)
| \=mmmmmmm e
|

v
[ Connection Pool ]

v
[ ETasticache Node (Redis/Memcached) ]

|
| Slow Path (Cache Miss)



[ patabase ]
[ Ccompute ]

Low-Level on Fast Path:
App Thread -> Conn Pool -> warm TCP Socket -> Redis/Memcached Event Loop -> Memory Lookup ->
Response -> Same Socket -> App Thread

When troubleshooting performance, we follow this path from top to bottom. First, we check whether latency
issues originate from cache misses causing DB load, or from the cache itself being slow. If the cache is slow, we
inspect node-level metrics: CPU, network, memory, evictions, and Redis slowlog. High CPU may point to heavy
commands or insufficient shards. High network usage may indicate oversized values or too many operations
per second. Long slowlog entries indicate problematic commands. If cache hit ratio is low, we reexamine TTL
settings, cache key design, and application logic for “write but do not read” patterns.

Designing for performance in ElastiCache is therefore not just a matter of “add a cache”. It is a disciplined
process that spans application connection behavior, TCP utilization, command selection, key modeling, TTL
tuning, and horizontal scaling strategy. When all of these layers are aligned, ElastiCache becomes a
microsecond-latency acceleration layer that keeps both tail latencies and backend costs under control, even
under extreme load.

Question 9 — How do we scale Amazon
ElastiCache clusters vertically and
horizontally over time?

1 — The scaling dimensions of ElastiCache: capacity, throughput, and topology evolution

When we talk about “scaling” ElastiCache, we are really scaling along three tightly connected dimensions: total
memory capacity, total operations-per-second throughput, and the overall topology that ties many nodes
together into a coherent cluster. Memory capacity defines how much data we can keep hot in RAM at any
given time. Throughput defines how many requests per second our cluster can handle while keeping latency
low. Topology defines how many primaries, replicas, shards, and nodes are involved and how traffic is routed
between them. Any scaling decision we make—whether vertical or horizontal—must be evaluated against all
three dimensions. For example, increasing node size (vertical scaling) increases per-node memory and per-
node throughput, but it does not change the fundamental topology and therefore cannot bypass the single-
shard bottleneck in cluster-mode-disabled Redis. Adding shards (horizontal scaling) increases memory and
throughput across the cluster but introduces more complex routing, resharding, and failover patterns. A
robust scaling strategy for ElastiCache is therefore not merely “scale up” or “scale out”, but a planned
progression over time as workload characteristics evolve.

To visualize these dimensions, we can imagine ElastiCache scaling as a three-axis model where we can grow
up, grow out, and refine the structure:
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ElastiCache Scaling Dimensions

| vertical (up) -> Larger node types (more RAM/CPU/bandwidth) |
| Horizontal (Out)-> More nodes / shards / replicas |
| Topology (Shape)-> Redis mode, shard count, replica layout |

Every real-world system will walk a path through this three-dimensional space: start small with simple
topology, then increase node size, then introduce horizontal partitioning, then refine shard counts and replica
strategy as traffic and data grow.

2 — Vertical scaling: resizing ElastiCache nodes and understanding its limits

Vertical scaling is the simplest form of scaling: we replace existing nodes with larger instance types that
provide more memory, more CPU, and often better network performance. For Redis in cluster-mode-disabled,
vertical scaling is often the first and most convenient option because it allows us to keep a single primary and a
familiar endpoint while increasing capacity. For Memcached, vertical scaling increases how many keys and how
much traffic each node can handle before hitting CPU, memory, or network saturation. From the outside,
vertical scaling can look deceptively easy—change the node type, let ElastiCache perform replacement
operations, and enjoy more headroom—but under the hood, it involves node replacement, data transfer, and
brief windows of increased load as clients reconnect.

In Redis, vertical scaling does not remove the single-shard nature of cluster-mode-disabled deployments. Even
if we move from a small node to a very large memory-optimized type, all writes still flow through the single
primary's event loop, and all data still occupies one in-memory dataset. This means that vertical scaling buys
us time and capacity but cannot solve fundamental bottlenecks when the dataset or write throughput grows
beyond what a single node can safely handle. In Memcached, vertical scaling increases per-node limits but
retains the same client hashing topology; if we have a few large nodes, hot keys can still overload a single
node, and scaling further may still require more nodes, not just bigger ones.

We can think of vertical scaling as stretching a single pillar higher rather than building more pillars:

Vertical Scaling Analogy

Before:
[ small Node 1]
After:
[ Bigger Node ]

(More RAM, CPU, bandwidth)
But still only ONE node (same shard / same logical segment)

Vertical scaling is therefore a powerful but bounded tool—ideal for early and mid stages, but eventually,
architectural growth requires adding more pillars (shards or nodes) rather than endlessly enlarging one.

3 — Horizontal scaling Redis with cluster-mode-enabled: shards, resharding, and growing capacity
safely



Horizontal scaling for Redis is fundamentally enabled by cluster-mode-enabled deployments, where the
keyspace is split across multiple shards. Each shard has its own primary and optional replicas. When we add a
shard, we are adding a new primary and extra memory and throughput capacity. The cluster’s total capacity
becomes the sum of all shard capacities. Horizontal scaling here has two core operations: increasing or
decreasing the number of shards and redistributing the hash slots (resharding) so that keys move between
shards in a controlled manner.

When we scale out a Redis cluster, ElastiCache adds a new shard and gradually migrates ranges of hash slots
from existing shards to the new shard. Each hash slot corresponds to a set of keys, and the migration process
moves these keys without taking the entire cluster offline. Cluster-aware clients continue interacting with the
cluster, and when they encounter keys that have moved, Redis replies with a MOVED response, instructing the
client to update its view of the slot-to-shard mapping. Over time, the client converges to the new distribution.

Redis Cluster Horizontal Scaling (Conceptual)

Before:
Shard 1: Slots 0-8191
Shard 2: STots 8192-16383

Add shard 3:
Rebalance:
Shard 1: STots 0-5460
Shard 2: Slots 5461-10922
Shard 3: STots 10923-16383

Cluster Capacity:
Memory = Sum(memory per shard)
Throughput = Sum(ops per shard)

This approach provides nearly linear horizontal scaling under ideal conditions, assuming keys are well
distributed and there are no extreme hot keys. It also enables more granular control over failure domains: one
shard's failure does not bring down the entire cluster. However, it requires cluster-aware clients and careful
management of key hashing, particularly if we use Redis hash tags to control grouping of related keys. In well-
designed systems, horizontal scaling via shards becomes the primary path to handle massive workloads, with
vertical scaling reserved for fine-tuning shard capacity rather than solving fundamental growth.

4 — Horizontal scaling Redis in cluster-mode-disabled: replicas, read scaling, and external partitioning

In cluster-mode-disabled Redis, horizontal scaling is more constrained. Since the entire dataset resides on one
primary, we cannot distribute keys across multiple primaries within a single ElastiCache replication group.
However, we can still achieve limited horizontal scaling in two ways: scaling reads via replicas and performing
application-level partitioning across multiple independent clusters.

Read scaling via replicas is straightforward. We add one or more replicas to the primary, often across multiple
Availability Zones, and route read traffic to those replicas using the reader endpoint or explicit replica
endpoints. This increases total read throughput while keeping writes on a single primary. Many workloads—
such as session retrieval, profile lookups, or configuration reads—are read-heavy, so read replicas can
significantly improve performance. The limitation is that writes remain bounded by the primary's capacity, and



replication remains asynchronous, which means replicas can lag slightly and are not suitable for strongly
consistent read-after-write semantics in all cases.

For larger workloads, we can perform external partitioning by running multiple independent cluster-mode-
disabled Redis replication groups and letting the application route keys into different groups. This is essentially
manual sharding at the application layer: each key or tenant group is assigned to a particular “bucket”, and
each bucket is mapped to a different replication group. The application or a routing layer must know which
group to talk to for each key. This pattern is flexible but also complex, as it places routing intelligence and
rebalancing logic in our own code or service layer.

Cluster-Mode-Disabled Horizontal Strategy

option 1 (Read Scale):
One primary + multiple replicas
wWrites -> Primary
Reads -> Replicas

option 2 (Manual Sharding):
App maps keys to:
Redis Group A (primary + replicas)
Redis Group B (primary + replicas)
Redis Group C (primary + replicas)

In practice, many architectures start with cluster-mode-disabled plus replicas, then either migrate to cluster-
mode-enabled for built-in sharding or move to explicitly partitioned multiple groups when they need more
control.

5 — Horizontal scaling Memcached: adding nodes, client hashing, and consistent hashing strategies

Memcached horizontal scaling is conceptually younger but operationally simpler than Redis cluster scaling.
Each Memcached node is an independent cache that holds a subset of keys. The client uses a hash function
over the key and a list of node addresses to decide which node to contact. Adding nodes increases total
memory and throughput; removing nodes decreases them. There is no internal cluster metadata for sharding
—clients implement the distribution themselves. This makes Memcached inherently scalable, but it also means
that scaling events can cause key re-distribution and temporary drops in cache hit ratio.

When we add a node to a Memcached cluster with naive hashing, the entire mapping of keys to nodes can
change, causing a large fraction of key lookups to point to different nodes than before. Because those nodes
do not have the data yet, we see a temporary “cache cold” state until the nodes are repopulated from backend
systems. To mitigate this, consistent hashing is used. With consistent hashing, adding or removing a node
alters the mapping of keys in a more localized way, so only a portion of the keyspace moves to a new node.
This greatly reduces the cache miss storm after scaling.



Memcached Horizontal Scaling (Consistent Hashing)

Key -> Hash(key) -> Ring Position -> Closest Node
Nodes on the ring:

Node A

Node B

Node C

Add Node D:
only keys whose hash falls into Node D’s sTlice move.
other keys remain mapped to their existing nodes.

Because Memcached is purely ephemeral, horizontal scaling is largely about balancing load and memory
across nodes, not about preserving state. Nodes can be added and removed frequently with minimal cluster-
level coordination, but applications must tolerate transitional periods where hit ratios drop while caches warm
up. For very high throughput systems, this model is attractive because client-side hashing is simple and avoids
the need for a complex central control plane.

6 — Evolution paths: how ElastiCache scaling typically progresses over the lifecycle of a system

In real-world architectures, ElastiCache scaling is seldom a one-time decision; it is an evolving series of
transitions that mirror product growth. A common lifecycle for Redis looks like this: we begin with a single
cluster-mode-disabled replication group with one primary and perhaps one replica, using a moderate node
type. As traffic grows, we vertically scale that node to larger families, and we might add more replicas for read-
heavy workloads. After some time, we hit a point where the primary’'s CPU or memory usage approaches safe
limits, and even the largest node type is no longer comfortable. At this stage, we either introduce application-
level sharding across multiple replication groups or we migrate to cluster-mode-enabled Redis to gain built-in,
hash-slot-based sharding.

In a cluster-mode-enabled environment, we then start with a small number of shards and scale horizontally as
needed, sometimes increasing node size for specific shards that hold particularly hot or large subsets of data.
Over time, we may refine key design to better distribute load, adjust shard counts to match organic growth,
and optimize replica counts per shard to balance read scaling with cost. The evolution path thus alternates
between vertical tuning and horizontal expansion.

For Memcached, the common lifecycle is slightly different. We usually start with a small pool of nodes and let
clients distribute keys across them. As traffic and data grow, we add more nodes and perhaps increase node
size to avoid frequent evictions. We adopt consistent hashing early to minimize churn during scaling
operations. The main evolution is driven by balancing hit ratio, eviction rate, and backend load: if eviction rate
is high and backend load spikes, we add nodes or grow node size; if we have a lot of idle memory, we may
consolidate nodes to reduce cost. Because Memcached is purely ephemeral, migration concerns are more
about hit ratio and load waves than about hard data continuity.

Typical Redis Scaling Evolution

Stage 1: Single small primary (cluster disabled)

Stage 2: Larger primary + replicas (vertical + read scaling)
Stage 3: Largest primary type reached

Stage 4: Either:



4A: App-level sharding across multiple groups
4B: Migration to cluster-mode-enabled
Stage 5: Cluster-mode-enabled with few shards
Stage 6: Add shards, tune replicas, adjust node types (ongoing)

Typical Memcached Scaling Evolution

Stage 1: Few nodes, naive hashing

Stage 2: More nodes + consistent hashing

Stage 3: Node size tuning (evictions vs cost)
Stage 4: Continuous add/remove nodes based on load

A mature ElastiCache scaling strategy is therefore not only about “how big” or “how many”, but about designing
a path the system can follow over months and years. By planning for vertical upgrades, horizontal expansion,
and topology transitions in advance, we avoid painful emergency migrations and instead turn ElastiCache
scaling into an orderly, well-understood evolution that matches our product’s growth curve.

Question 10 — How do consistency,
correctness, and TTL design work in Amazon
ElastiCache-backed applications?

1 — Understanding consistency in an in-memory caching layer and why it differs from database
consistency

Consistency in ElastiCache refers to how reliably an application can expect the data it reads from the cache to
match the authoritative version stored in a durable backend such as RDS, DynamoDB, or Aurora. Because
Redis and Memcached are not systems of record, they provide derived or copied data whose freshness
depends on application logic, TTL settings, replication behavior, and failover timing. Unlike databases—which
guarantee various forms of strong, transactional, or eventually consistent semantics—ElastiCache guarantees
only that data returned is whatever the cache layer currently stores in RAM. That data may be stale, missing,
overwritten, or out of sync with the true source depending on the caching pattern used.

In Redis, consistency is influenced by two factors: replication lag (for deployments with replicas) and how the
application populates or invalidates the cache. In Memcached, consistency is always “best effort” because the
cache may lose data when nodes fail, evict keys unpredictably, or rehash during scaling events. What this
means in practice is that consistency is an application responsibility, not an ElastiCache responsibility. We
achieve correctness by designing caching strategies that never violate the truth stored in the database and by
carefully modeling where stale or missing data can appear. ElastiCache is designed to accelerate reads, not to
guarantee correctness by itself.

consistency Model

Database = Source of Truth

ElastiCache = Fast Copy / Derived State (Potentially Stale)

Consistency = Ensured by application design, TTL, invalidation, and write patterns
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This distinction is the heart of caching correctness: the cache is fast, but its correctness must be engineered, not
assumed.

2 — Correctness challenges: stale reads, race conditions, write sequencing, and replica lag

Correctness issues in ElastiCache-backed systems arise from the fact that the cache may serve outdated
information or may not reflect writes that recently occurred in the database. The classic problem is stale
reads, where the application updates the database but continues to read an outdated value from the cache.
This occurs frequently under “cache-aside” patterns if invalidation is not properly synchronized with database
writes.

Race conditions occur when two processes write to the same key without proper sequencing. For example,
one process updates the database and invalidates the cache, but another process reads from the cache during
the narrow window before invalidation occurs and writes stale data back into the cache. These races are
timing-sensitive and must be addressed through atomic writes, distributed locks, or write-through patterns if
strict ordering matters.

Replica lag in Redis also impacts correctness. When reading from replicas using the reader endpoint, it is
possible for replicas to fall behind the primary during heavy write bursts. This means read-after-write
consistency is not guaranteed unless clients always read from the primary. After failover, a newly promoted
replica may briefly lack the very latest writes that were in flight when the primary crashed.

Correctness Risks
1. DB updated but cache still holds stale value

2. Write races (cache overwritten by older data)
3. Reading from Redis replicas with Tag
4. Failover promoting a replica missing Tatest writes

To achieve correctness, we must deliberately design how the application interacts with the cache so that
database updates and cache modifications do not diverge.

3 — TTL design: how time-to-live settings influence staleness, eviction, memory usage, and backend
load

TTL (Time-To-Live) is the most influential parameter in caching correctness and performance. A TTL defines
how long a key should stay in the cache before it expires naturally. A short TTL ensures freshness but reduces
hit ratio and increases backend load. A long TTL increases hit ratio but risks serving stale data for longer
periods. Extremely long TTLs can cause memory retention problems, reduce the effectiveness of eviction
policies, and result in out-of-date data persisting long beyond its usefulness.

TTL must therefore be designed based on the freshness tolerance of the data and the operational
characteristics of the backend. For example, for product metadata that rarely changes, TTLs of hours may be
acceptable. For rapidly changing financial balances or counters, TTLs of seconds or even no TTL (meaning
explicit invalidation on write) may be necessary. TTLs also interact with eviction: a system with insufficient
memory will evict non-expired keys under LRU or LFU policies, leading to unpredictable staleness and
increased backend pressure.

TTL design is therefore not only about data freshness, but about balancing:



e cache hit ratio

e staleness tolerance

e memory pressure and eviction
e backend read load

e failover behavior

Arobust TTL strategy ensures that the cache naturally refreshes itself at an appropriate rate while maintaining
high hit ratios.

TTL Trade-off
Short TTL -> Fresh data, lower hit ratio, higher DB load
Long TTL -> High hit ratio, possible staleness, more memory residency

Every dataset has an “ideal TTL curve” where staleness risk and backend load are both minimized. Designing
TTLs is therefore a data-specific exercise rather than a universal setting.

4 — Cache-aside consistency model and how to avoid correctness pitfalls

Cache-aside is the most common caching pattern, and correctness in this model depends heavily on
sequencing. In cache-aside, the application checks the cache first; on a miss, it retrieves from the database,
stores the value in ElastiCache, and returns it to the client. For writes, the application updates the database
and then invalidates or updates the cache. The main correctness risk appears when invalidation and writes are
not ordered carefully, leading to stale data being reintroduced.

The safest version of cache-aside for correctness is:

1. Write the new value to the database.
2. Delete the cache key immediately after the DB commit.

3. Let the next read repopulate the cache with fresh data.

If we update the cache directly instead of invalidating it, we risk discrepancies between DB values and cached
values, especially under concurrent writes. Deleting the key after the DB commit ensures that any future reads
will fetch fresh data. However, there is still a narrow race window where:

e Thread A updates DB, invalidates the cache

e Thread B reads stale value from cache before invalidation, then writes it back
To mitigate this race, we apply techniques like:

e write-through or write-behind models

e distributed locks

e versioning or optimistic concurrency

e adding short TTLs to fast-changing keys

Cache-Aside write Path (Safe)
DB write -> Cache invalidation -> Next read repopulates



When implemented correctly, cache-aside achieves high correctness with relatively little complexity, but it
requires discipline in write ordering and careful avoidance of stale rewrites.

5 — Read-through, write-through, and write-behind patterns: when they improve correctness and
when they do not

Read-through and write-through patterns move consistency logic from the application into a caching layer or
middleware. In read-through, the application never reads from the database directly. Instead, a caching
library intercepts the read, checks the cache, and loads missing data automatically. This ensures that the cache
is always populated consistently and eliminates many cache-aside race conditions. However, read-through
only works when using a library or service layer that abstracts DB access, which many microservices
architectures do not use.

In write-through, the application writes to both the cache and the database as part of every update. This
avoids stale reads but increases write amplification and places more pressure on the cache. In high-write
workloads, write-through can be expensive because Redis is single-threaded and writes have to pass through
its event loop. Also, write-through still faces race issues unless writes are atomic and sequenced correctly.

Write-behind, where the cache absorbs writes and flushes them asynchronously to the database, offers
excellent performance but is dangerous in terms of durability and correctness unless implemented with
extreme care. Write-behind effectively turns Redis or Memcached into a temporary write buffer; if the cache
node fails, unflushed writes are lost, violating correctness. For this reason, write-behind is rarely used with
ElastiCache and is not natively supported in a durable way.

Write Pattern Comparison

Cache-Aside: safest, simplest, but risk of stale rewrites
write-Through: strong consistency but expensive

write-Behind: fastest but dangerous for correctness
Read-Through: simplifies reads but requires abstraction layer

In practice, cache-aside is the standard approach, read-through is used when middleware allows it, and write-
through is used sparingly for strict correctness cases where performance can tolerate the extra writes.

6 — Designing consistency-aware TTLs, invalidation logic, and failover safety nets

Consistency must be maintained not only during normal operation but also during failover, eviction, and
cluster rebalancing events. After Redis failover, a promoted replica may be missing very recent writes that
occurred just before the primary's failure. This requires TTLs to be short enough to bound staleness if data
correctness is critical. If correctness is paramount, applications should read from the primary and avoid
replicas for read-after-write semantics.

TTL strategy should be aligned with cache-aside invalidation. For example, if we invalidate a key after updating
the DB, TTL ensures that even if invalidation is missed due to a race, the stale value will eventually expire. For
frequently updated data, shorter TTLs combined with invalidation provide a multi-layer defense against stale
reads. For rarely updated data, longer TTLs may be fine because correctness is less volatile.

Additionally, applications should be designed to handle cache cold starts during failover or cluster
replacement. This includes:



e exponential backoff
e request collapsing to prevent stampedes
e circuit breakers

e fallback logic to DB with throttling

consistency-Aware Design

- Short TTLs for volatile data

- Invalidate cache after DB writes

- Avoid replica reads when read-after-write is required
- Add backoff and anti-stampede controls

When these safety nets are combined, ElastiCache provides not just speed but predictable correctness even
under failure, eviction, or rebalance events. The primary rule is always: ElastiCache accelerates correctness,
it does not guarantee it. The application must be built with this truth in mind.

Question 10 — How do consistency,
correctness, and TTL design work in Amazon
ElastiCache-backed applications?

1 — Understanding consistency in an in-memory caching layer and why it differs from database
consistency

Consistency in ElastiCache refers to how reliably an application can expect the data it reads from the cache to
match the authoritative version stored in a durable backend such as RDS, DynamoDB, or Aurora. Because
Redis and Memcached are not systems of record, they provide derived or copied data whose freshness
depends on application logic, TTL settings, replication behavior, and failover timing. Unlike databases—which
guarantee various forms of strong, transactional, or eventually consistent semantics—ElastiCache guarantees
only that data returned is whatever the cache layer currently stores in RAM. That data may be stale, missing,
overwritten, or out of sync with the true source depending on the caching pattern used.

In Redis, consistency is influenced by two factors: replication lag (for deployments with replicas) and how the
application populates or invalidates the cache. In Memcached, consistency is always “best effort” because the
cache may lose data when nodes fail, evict keys unpredictably, or rehash during scaling events. What this
means in practice is that consistency is an application responsibility, not an ElastiCache responsibility. We
achieve correctness by designing caching strategies that never violate the truth stored in the database and by
carefully modeling where stale or missing data can appear. ElastiCache is designed to accelerate reads, not to
guarantee correctness by itself.

consistency Model

Database = Source of Truth

ElasticCache Fast Copy / Derived State (Potentially Stale)

consistency Ensured by application design, TTL, invalidation, and write patterns
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This distinction is the heart of caching correctness: the cache is fast, but its correctness must be engineered, not
assumed.

2 — Correctness challenges: stale reads, race conditions, write sequencing, and replica lag

Correctness issues in ElastiCache-backed systems arise from the fact that the cache may serve outdated
information or may not reflect writes that recently occurred in the database. The classic problem is stale
reads, where the application updates the database but continues to read an outdated value from the cache.
This occurs frequently under “cache-aside” patterns if invalidation is not properly synchronized with database
writes.

Race conditions occur when two processes write to the same key without proper sequencing. For example,
one process updates the database and invalidates the cache, but another process reads from the cache during
the narrow window before invalidation occurs and writes stale data back into the cache. These races are
timing-sensitive and must be addressed through atomic writes, distributed locks, or write-through patterns if
strict ordering matters.

Replica lag in Redis also impacts correctness. When reading from replicas using the reader endpoint, it is
possible for replicas to fall behind the primary during heavy write bursts. This means read-after-write
consistency is not guaranteed unless clients always read from the primary. After failover, a newly promoted
replica may briefly lack the very latest writes that were in flight when the primary crashed.

Correctness Risks
1. DB updated but cache still holds stale value

2. Write races (cache overwritten by older data)
3. Reading from Redis replicas with Tag
4. Failover promoting a replica missing latest writes

To achieve correctness, we must deliberately design how the application interacts with the cache so that
database updates and cache modifications do not diverge.

3 — TTL design: how time-to-live settings influence staleness, eviction, memory usage, and backend
load

TTL (Time-To-Live) is the most influential parameter in caching correctness and performance. A TTL defines
how long a key should stay in the cache before it expires naturally. A short TTL ensures freshness but reduces
hit ratio and increases backend load. A long TTL increases hit ratio but risks serving stale data for longer
periods. Extremely long TTLs can cause memory retention problems, reduce the effectiveness of eviction
policies, and result in out-of-date data persisting long beyond its usefulness.

TTL must therefore be designed based on the freshness tolerance of the data and the operational
characteristics of the backend. For example, for product metadata that rarely changes, TTLs of hours may be
acceptable. For rapidly changing financial balances or counters, TTLs of seconds or even no TTL (meaning
explicit invalidation on write) may be necessary. TTLs also interact with eviction: a system with insufficient
memory will evict non-expired keys under LRU or LFU policies, leading to unpredictable staleness and
increased backend pressure.

TTL design is therefore not only about data freshness, but about balancing:



e cache hit ratio

e staleness tolerance

e memory pressure and eviction
e backend read load

e failover behavior

Arobust TTL strategy ensures that the cache naturally refreshes itself at an appropriate rate while maintaining
high hit ratios.

TTL Trade-off
Short TTL -> Fresh data, lower hit ratio, higher DB load
Long TTL -> High hit ratio, possible staleness, more memory residency

Every dataset has an “ideal TTL curve” where staleness risk and backend load are both minimized. Designing
TTLs is therefore a data-specific exercise rather than a universal setting.

4 — Cache-aside consistency model and how to avoid correctness pitfalls

Cache-aside is the most common caching pattern, and correctness in this model depends heavily on
sequencing. In cache-aside, the application checks the cache first; on a miss, it retrieves from the database,
stores the value in ElastiCache, and returns it to the client. For writes, the application updates the database
and then invalidates or updates the cache. The main correctness risk appears when invalidation and writes are
not ordered carefully, leading to stale data being reintroduced.

The safest version of cache-aside for correctness is:

1. Write the new value to the database.
2. Delete the cache key immediately after the DB commit.

3. Let the next read repopulate the cache with fresh data.

If we update the cache directly instead of invalidating it, we risk discrepancies between DB values and cached
values, especially under concurrent writes. Deleting the key after the DB commit ensures that any future reads
will fetch fresh data. However, there is still a narrow race window where:

e Thread A updates DB, invalidates the cache

e Thread B reads stale value from cache before invalidation, then writes it back
To mitigate this race, we apply techniques like:

e write-through or write-behind models

e distributed locks

e versioning or optimistic concurrency

e adding short TTLs to fast-changing keys

Cache-Aside write Path (Safe)
DB write -> Cache invalidation -> Next read repopulates



When implemented correctly, cache-aside achieves high correctness with relatively little complexity, but it
requires discipline in write ordering and careful avoidance of stale rewrites.

5 — Read-through, write-through, and write-behind patterns: when they improve correctness and
when they do not

Read-through and write-through patterns move consistency logic from the application into a caching layer or
middleware. In read-through, the application never reads from the database directly. Instead, a caching
library intercepts the read, checks the cache, and loads missing data automatically. This ensures that the cache
is always populated consistently and eliminates many cache-aside race conditions. However, read-through
only works when using a library or service layer that abstracts DB access, which many microservices
architectures do not use.

In write-through, the application writes to both the cache and the database as part of every update. This
avoids stale reads but increases write amplification and places more pressure on the cache. In high-write
workloads, write-through can be expensive because Redis is single-threaded and writes have to pass through
its event loop. Also, write-through still faces race issues unless writes are atomic and sequenced correctly.

Write-behind, where the cache absorbs writes and flushes them asynchronously to the database, offers
excellent performance but is dangerous in terms of durability and correctness unless implemented with
extreme care. Write-behind effectively turns Redis or Memcached into a temporary write buffer; if the cache
node fails, unflushed writes are lost, violating correctness. For this reason, write-behind is rarely used with
ElastiCache and is not natively supported in a durable way.

Write Pattern Comparison

Cache-Aside: safest, simplest, but risk of stale rewrites
write-Through: strong consistency but expensive

write-Behind: fastest but dangerous for correctness
Read-Through: simplifies reads but requires abstraction layer

In practice, cache-aside is the standard approach, read-through is used when middleware allows it, and write-
through is used sparingly for strict correctness cases where performance can tolerate the extra writes.

6 — Designing consistency-aware TTLs, invalidation logic, and failover safety nets

Consistency must be maintained not only during normal operation but also during failover, eviction, and
cluster rebalancing events. After Redis failover, a promoted replica may be missing very recent writes that
occurred just before the primary's failure. This requires TTLs to be short enough to bound staleness if data
correctness is critical. If correctness is paramount, applications should read from the primary and avoid
replicas for read-after-write semantics.

TTL strategy should be aligned with cache-aside invalidation. For example, if we invalidate a key after updating
the DB, TTL ensures that even if invalidation is missed due to a race, the stale value will eventually expire. For
frequently updated data, shorter TTLs combined with invalidation provide a multi-layer defense against stale
reads. For rarely updated data, longer TTLs may be fine because correctness is less volatile.

Additionally, applications should be designed to handle cache cold starts during failover or cluster
replacement. This includes:



e exponential backoff
e request collapsing to prevent stampedes
e circuit breakers

e fallback logic to DB with throttling

consistency-Aware Design

- Short TTLs for volatile data

- Invalidate cache after DB writes

- Avoid replica reads when read-after-write is required
- Add backoff and anti-stampede controls

When these safety nets are combined, ElastiCache provides not just speed but predictable correctness even
under failure, eviction, or rebalance events. The primary rule is always: ElastiCache accelerates correctness,
it does not guarantee it. The application must be built with this truth in mind.

Question 11 — What are the core caching
patterns we implement with Amazon
ElastiCache (cache-aside, read-through, write-
through, write-behind, lazy loading)?

1 — Why caching patterns exist and how they shape correctness, freshness, performance, and failure
behavior

Caching is not a single algorithm but a portfolio of architectural patterns that solve different consistency,
performance, and correctness goals. When we “use Redis or Memcached”, we are really choosing one or more
caching patterns that determine how data flows between the application, the cache, and the database. These
patterns define when the cache is populated, how it is updated, what happens on misses, how correctness is
preserved, and how the system behaves during failure. Every pattern—cache-aside, read-through, write-through,
write-behind, and lazy loading—makes different trade-offs among freshness, latency, redundancy, and
correctness. The core reason these patterns exist is that ElastiCache is not a source of truth; it is an
acceleration layer whose contents must always derive from a durable backend.

Caching patterns therefore act as explicit correctness-preserving contracts between the application and
ElastiCache. They define exactly how to keep cached data synchronized with the authoritative source while
taking full advantage of Redis/Memcached’s speed.

Caching Pattern = Contract
Application + Cache + Database

+--> Defines when cache is used, updated, invalidated, repopulated

Understanding these patterns is the foundation of reliable performance engineering with ElastiCache.
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2 — Cache-Aside (Lazy Population) — the most common, flexible, and safe caching pattern

Cache-aside is the primary pattern used in most ElastiCache deployments because it is simple, safe, and
database-centric. The application explicitly checks the cache first. If a key exists, it is returned immediately (fast
path). If the key is missing, the application fetches the data from the database or backend, stores it into the
cache, and returns it to the caller. The cache is only populated when needed, not proactively. For writes, the
application updates the database first, commits the new value, and then deletes or updates the cache entry to
ensure correctness.

The main advantage of cache-aside is that correctness always flows from the database. Redis or Memcached
never becomes a source of truth; it merely mirrors DB state on demand. Cache-aside scales well across
multiple services and is tolerant of cache failures because any miss simply triggers a database fetch. Its
weaknesses are related to race conditions—particularly “stale overwrite” races—and cold starts when many
keys are missing at once, which can overload the backend.

Cache-Aside workflow
READ:
1. App - Cache GET(key)
2. If hit » return value
3. If miss » DB fetch - cache SET(key,value) - return value

WRITE:
1. DB write (commit)
2. Cache DEL(key)

Cache-aside is the default, recommended pattern for most ElastiCache use cases because it minimizes
complexity while ensuring correctness.

3 — Read-Through — automatic population pattern without explicit cache logic in the application

Read-through caching pushes part of the caching logic from the application into a middleware or caching
library. The application never queries the database directly. Instead, it queries a read-through abstraction—
this may be a library or a microservice—that checks the cache and automatically fetches from the backend
when needed. The key characteristic is that the cache becomes the first-class interface for reads.

This pattern improves consistency because reads cannot bypass the cache accidentally, and the middleware
guarantees that only fresh data is ever inserted into the cache. It also centralizes key computation, TTL logic,
and miss handling. The downside is that implementing read-through requires a middleware or service layer,
which many teams avoid for architectural simplicity. Also, the library/service becomes a critical path for
correctness.

Read-Through workflow
App - ReadThroughLayer.GET(key)
- Cache GET(key)
- Hit - return
- Miss - Layer fetches DB - populates Cache - returns

Read-through simplifies read logic but introduces infrastructure and deployment complexity.



4 — Write-Through — write-on-cache and write-on-database simultaneously for strong read
consistency

Write-through caching ensures that every time the application writes data, both the database and the cache
receive the update synchronously. The application writes the new value to the write-through abstraction,
which updates the cache and then writes to the database (or vice versa, depending on design). This pattern
ensures that the cache always contains the latest version after a write, eliminating many staleness scenarios.

However, write-through introduces extra write latency and increases write load on Redis, which can saturate
the single-threaded event loop in high-write workloads. It also risks correctness issues if writes to the DB and
cache are not atomic and if failures occur mid-operation. Redis scripts (Lua), multi-commands, or transactional
patterns are often required to maintain correctness if write-through is used at scale.

write-Through workflow

WRITE:
1. App - WriteThroughLayer.SET(key,value)
2. Layer - Cache SET
3. Layer - DB write

READ:

Normal cache reads (always fresh)

Write-through is useful for read-after-write consistency but is expensive, and for most systems, cache-aside
with invalidation is simpler and safer.

5 — Write-Behind (Write-Back) — asynchronous but high-risk pattern that delays DB writes

Write-behind (or write-back) is an advanced caching strategy where the application writes to the cache and the
cache asynchronously writes changes to the database later. This pattern improves write performance
dramatically because the application does not wait for the DB commit, but it is extremely dangerous if not
engineered perfectly. If the cache node fails before the pending writes reach the DB, all those writes are lost.
Since Redis/Memcached nodes are in-memory and volatile, write-behind is generally considered unsafe unless
there is a durable write buffer or a custom guarantee layer.

ElastiCache does not provide native write-behind durability. Any write-behind design must be implemented
externally using message queues, durable logs, or dual-write patterns. Write-behind is best used for non-
critical analytics counters, ephemeral session metadata, or workloads where occasional loss is acceptable.

Write-Behind workflow
WRITE:
1. App writes to cache
2. Cache buffers write
3. Async flush to DB (risk: data Toss if cache node dies)

This pattern should never be used for critical or correctness-sensitive data because durability cannot be
guaranteed.

6 — Lazy Loading, Stampede Protection, Negative Caching, and TTL-coordinated correctness



Lazy loading is an extension of cache-aside: keys are loaded into the cache only when accessed for the first
time. The key difference is that lazy loading explicitly assumes that most data will not be needed and therefore
avoids pre-warming. Lazy loading reduces initial load but has a major drawback: many simultaneous misses
can trigger a cache stampede, overwhelming the backend. To solve this, we add stampede-protection
patterns such as:

e request collapsing (only one thread fetches DB on miss)
e |ock-based regeneration (using Redis SET NX with TTL)
e stale-while-revalidate (serve slightly stale data while refreshing in background)

e randomized TTLs (jitter) to avoid synchronized expirations

Negative caching also belongs here: storing “not found” results (with small TTLs) prevents repeated DB hits for
missing keys.

TTL-coordinated correctness is the practice of setting TTLs based on the freshness requirements of each data
type and embedding correctness into TTL lifecycles. For example, volatile data gets short TTLs to prevent stale
reads; static data gets long TTLs for high hit ratios.

Lazy Loading with Stampede Protection
If key missing:
- Acquire lock (Redis SET key NX EX)
- only Tock holder fetches DB
Others wait or return stale value
Lock holder updates cache + releases lock

Lazy loading + stampede protection is the most powerful form of cache-aside for systems with heavy
concurrency and unpredictable load, giving high performance without overload risk.

Question 12 — How do we leverage advanced
Redis data structures and patterns in Amazon
ElastiCache?

1 — Why Redis data structures exist and how they fundamentally change what we can store and
compute in-memory

Redis is not merely a key-value cache; it is a full in-memory data-structure engine whose richness allows us to
build real-time systems that previously required multiple distributed services. The reason Redis offers so many
native types—strings, lists, hashes, sets, sorted sets, bitmaps, HyperLoglog, streams, Lua scripting—is because
each type represents a class of operations that can be executed atomically, in-memory, without transferring data
to the application layer. In most distributed systems, logic involving lists, queues, counters, leaderboards,
session objects, rate limits, or event logs requires a separate compute tier and round-trips to a database. Redis
collapses these layers by allowing the collection itself to live in-memory, and commands operate directly on
that structure.
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This reduces latency from milliseconds to microseconds and eliminates serialization overhead. When we keep
the data structure in Redis, only the command crosses the network, not the data itself. This is the core
philosophical advantage: computation moves to the data, not vice versa.

Traditional Flow:
App -> DB query -> fetch large object -> compute in app -> DB write
(large payloads + latency + CPU cost)

Redis Flow:
App -> Redis command -> structure updated in memory
(small command + single-thread atomic execution)

Because Redis executes operations atomically inside its event loop, complex multi-step operations behave as
single consistent transitions without race conditions. This reliability and speed form the foundation of all
advanced Redis patterns.

2 — Redis Strings, Counters, and Atomic Operations: ultra-fast numeric logic and real-time rate limiting

Strings in Redis are binary-safe byte arrays, but operationally they are the backbone of numerical logic. Redis
supports atomic increment, decrement, and floating-point operations on string values, allowing counters,
gauges, scores, and rate-limit tokens to be maintained without external locks or database transactions. These
operations execute in O(1) time and are serialized on the event loop, ensuring correctness even under extreme
concurrency. This makes strings the fundamental primitive for:

e rate limit enforcement

e real-time counters (views, likes, requests)
e token bucket algorithms

e expiring counters with TTLs

e distributed locks (via SET NX PX)

A typical rate-limiting pattern calculates remaining tokens in microseconds and updates counts atomically:

Redis Counter-Based Rate Limiting

SETNX key 1 EX 1 (initialize per-second window)
INCR key (increment count)
EXPIRE key 1 (reset window)

If count > Timit -> block request

This pattern is impossible to implement with similar microsecond latency using databases or application-level
locks. The atomic, in-memory nature of Redis is what makes real-time traffic shaping possible at massive scale.

3 — Redis Hashes, Lists, Sets, and Sorted Sets: modeling structured objects, queues, membership, and
leaderboards



Redis hashes store objects as field-value pairs inside a single key, making them ideal for session state, user
metadata, configuration blobs, and profile fragments. Instead of storing a serialized JSON blob, hashes allow
granular field-level updates (HSET) without rewriting the entire object. Because each HSET or HGET is atomic
and O(1), hashes reduce write amplification and memory churn.

Lists are ordered sequences, efficient for operations at the head or tail. They form the basis of job queues,
FIFO buffers, message ingestion pipelines, and append-only logs. Patterns like LPUSH + BRPOP provide a
simple distributed queue where workers block until tasks arrive.

Sets and sorted sets (ZSET) provide distinct mathematical semantics. Sets manage membership and
uniqueness: they can track which users have liked a post, which sessions are active, or which workers are
registered. Sorted sets maintain ordered scores with O(log N) performance and are crucial for leaderboards,
ranking systems, sliding windows, job prioritization, and time-series ordering.

Redis Structure Summary

HASH -> object fields (profile:user:123)

LIST -> queues (queue:jobs)

SET -> membership (online:users)

ZSET -> ranking, sorted events (leaderboard:scores)

A properly chosen structure allows operations that would normally require large database queries to complete
in microseconds in Redis, enabling architectures that are both simpler and faster.

4 — Redis Streams and Pub/Sub: real-time messaging, event logs, and consumer-group coordination

Redis Streams extend Redis into the realm of ordered event logs. A stream is an append-only, time-ordered
series of entries with unique IDs. Streams are used for event ingestion, distributed processing pipelines,
microservice communication, telemetry aggregation, and workflow orchestration. They provide consumer
groups, allowing multiple consumers to process messages in parallel while tracking their position
independently. This creates a Kafka-like streaming model inside Redis, but with microsecond append and read
latencies.

Streams solve problems previously handled by queues or external messaging systems:
e |og-based ingestion
e durable enough for short-term replay
¢ high-throughput fan-out
e worker coordination
e at-least-once delivery
Pub/Sub complements streams by providing broadcast messaging for real-time notifications, chat systems,

presence updates, and fan-out event distribution. Pub/Sub is ephemeral, while Streams persist data for longer
processing.



Redis Stream Architecture (Simplified)

Client -> XADD stream key

worker Group 1 -> XREADGROUP groupl, consumerA
worker Group 2 -> XREADGROUP groupl, consumerB
Tracking offsets -> Redis internal state

For microservices requiring burst ingestion and distributed workers, Redis Streams create a lightweight real-
time pipeline without external message queues.

5 — Lua Scripting, Transactions, and Server-Side Logic: atomic multi-step operations at in-memory
speed

Redis allows custom logic to run in the server using Lua scripts. This transforms the event loop into a
programmable atomic execution engine. Instead of performing multiple round trips between application and
cache, a script can bundle complex logic into a single atomic operation. This is essential for:

e multi-key correctness

e conditional updates

e implementing custom counters

e transactional updates with no race conditions
e distributed locks with fencing tokens

e composite operations across hashes, sets, and sorted sets

A Lua script executes atomically and sees the dataset as a consistent snapshot at that moment. This eliminates
race conditions that plague multi-step operations in distributed applications.

For example, an atomic conditional update:

-- Pseudocode

If ZSCORE leaderboard user < newScore:
ZADD leaderboard newScore user

Return newscore

This avoids the classic race where two users update the same leaderboard simultaneously and overwrite each
other incorrectly. Lua allows Redis to combine database-like atomicity with in-memory speed.

Transactions (MULTI/EXEC) provide batched commands but lack the full atomic guarantee of Lua because
transaction semantics don't prevent logic races; Lua does. Therefore, for correctness in complex workloads,
Lua scripts are the preferred mechanism.

6 — Composite patterns: leaderboards, queues, rate limiting, session stores, unique counters, and real-
time analytics

When we combine Redis structures, we create high-level systems that replace entire microservices:

1. Leaderboards — sorted sets

o ZADD, ZRANGE, ZREVRANGE for rank retrieval



2.)Job Queues + Worker Pools — lists or streams
o LPUSH + BRPOP for simple queues
o XADD + XREADGROUP for scalable pipelines
3. Rate Limiting — counters + TTLs
o Atomic INCR with expiration
4. Session Stores — hashes
o Field-level updates, TTL for expiry
5. Unique Visitors / Cardinality — HyperLoglLog
o High-accuracy approximation of unique counts
6. Sliding Windows — sorted sets with timestamps
o Add event with score=timestamp
o Remove outdated events with ZREMRANGEBYSCORE
7. Inventory Locking / Concurrency Control — SET NX PX
o Distributed lock with expiry
8. Presence Systems — sets and TTL heartbeats
o Track online users with expiration
9. Real-Time Analytics — bitmaps + counters

o Track feature flags, toggles, bit-level data

These patterns turn Redis into a specialized computational substrate that replaces slower disk-based
operations with memory-backed atomic primitives.

A multi-layer architecture diagram helps visualize the interplay:

Redis Advanced Patterns Architecture

- +
| Application Tier |
| - API calls |
| - workers [
e et e e +

I

v
et e +
| Redis Data Structures Layer |
|  STRINGS -> counters, locks, TTL logic |
|  HASHES -> session objects, profiles |
| LISTS -> queues, task pipelines |
| SETS -> membership, presence |
|  ZSETS -> leaderboards, time windows |
| STREAMS -> event logs, consumer groups |
|  BITMAPS -> bitwise analytics, flags |
|  HLL -> unique visitor approximations |
et et et e e e +

|

v



| Persistence / Backing Store (DB) |
| RDS / DynamoDB / S3 |
| (Ssource of Truth) |

The application becomes lighter because Redis absorbs logic that would otherwise require multiple
subsystems.

Question 13 — What are the main failure
modes in Amazon ElastiCache and how do we
design for graceful recovery?

1 — Node-level failures in Redis and Memcached: what actually happens when a single cache node dies

When we think about failures in ElastiCache, the most basic and frequent class is node-level failure: one EC2
instance backing a Redis or Memcached node becomes unhealthy, loses network connectivity, crashes, or is
taken down for maintenance. From the application’s perspective, this looks like timeouts, connection resets, or
“node unreachable” errors. However, Redis and Memcached behave very differently here because of their
architectures and because ElastiCache adds its own control-plane automation on top.

In Redis cluster-mode-disabled, all writes and (usually) most reads go to a single primary node. If that
primary node fails, the immediate effect is that all commands to its endpoint begin timing out. The ElastiCache
control plane detects the failed node via health checks and heartbeat failures, then selects one of the replicas
(if present) and promotes it to be the new primary. DNS for the primary endpoint is updated to point to this
promoted node. The application, if configured with appropriate reconnect logic, re-establishes connections
and continues. Some in-flight writes may be lost because replication is asynchronous, but the dataset as a
whole survives inside the promoted replica’s memory. In Redis cluster-mode-enabled, this behavior happens
at the shard level: if one shard's primary dies, only the keys mapped to that shard are impacted, and only that
shard'’s replicas participate in promotion; other shards continue to serve traffic normally.

In Memcached, a node-level failure is simpler but harsher: there is no replication at all. If one Memcached
node fails, all data stored on that node is lost immediately. The ElastiCache control plane may replace the
failed node with a fresh one, but it will be empty. Clients using hashing or consistent hashing will either stop
sending traffic to the failed node, or will begin sending traffic to the replacement node, which then behaves
like a cold cache. This means the application will see a wave of cache misses for keys that previously lived on
that node, until those keys are recomputed and repopulated from the database. Designing for node-level
failure therefore means expecting sudden pockets of cache coldness and ensuring that database backends
and application logic can survive that surge.

Node Failure Summary

Redis:
Primary Node Fails
-> Replica promoted
-> DNS updated for primary endpoint
-> Small window of errors + possible minor data loss
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-> Application reconnects, continues

Memcached:
Node Fails
-> Al1 data on that node Tost
-> Replacement node 1is empty
-> Cache misses increase until warm again

Graceful recovery at the node level is largely about retry behavior, timeouts, and not assuming the cache
is always present, rather than trying to prevent failures entirely.

2 — Availability Zone failures and multi-AZ behavior: how Redis survives and how Memcached absorbs
impact

A larger and more dramatic failure mode is Availability Zone (AZ) failure or severe impairment. Because
ElastiCache runs inside a VPC and can span AZs, AWS designs Redis to deliberately place replicas in different
zones to survive such events. In a Multi-AZ Redis replication group, the primary might be in AZ A, while replicas
are in AZ B and AZ C. If AZ A experiences a failure or severe connectivity issues, the control plane sees the
primary as unreachable, promotes a replica in a healthy AZ to be the new primary, and updates the primary
endpoint DNS. For cluster-mode-enabled Redis, this process happens for each shard independently; shards
whose primaries live in the failed AZ promote their replicas in other AZs, while shards that already have
primaries in healthy AZs may not need promotion at all.

From the application’s perspective, an AZ failure manifests as a brief period of heightened error rates and
timeouts against Redis (and likely other services in that AZ), followed by a recovery as clients reconnect to the
updated endpoint. The key to graceful recovery here is that the application must not pin connections to a
specific IP; it must resolve the DNS endpoint frequently enough and retry failed connections with backoff. If
clients cache DNS for too long or maintain stale connections, they may keep trying to talk to the dead AZ
longer than necessary.

Memcached reacts differently to AZ failures. Because it has no replicas, any nodes in the failed zone are simply
gone, along with their cached data. If the client is AZ-aware and only uses nodes in its own AZ for performance,
an AZ outage may remove all of the cache nodes it sees. More commonly, clients hash across nodes in multiple
AZs; when one AZ fails, the set of reachable nodes shrinks and key distribution changes, causing partial or
complete cache coldness until data is repopulated. For Memcached, graceful recovery from AZ failure depends
primarily on:

e backend database capacity to sustain the sudden read load

e client hashing strategies that can adapt to node list changes

e application-level rate limiting and backoff to avoid a storm of DB calls



MuTti-Az Redis (Conceptual)

AZ A: Primary (Shard 1) [fails]

AZ B: Replica (Shard 1) -> promoted

AZ C: Replica (Shard 1) -> remains replica

Memcached Multi-Az

AZ A: Node A [Tost]

AZ B: Node B [aTlive]

AZ C: Node C [aTive]

Keys previously on Node A become misses, must be refilled

Designing for AZ failures means using Multi-AZ Redis for any state where continuity matters, and treating
Memcached as a best-effort optimization that can disappear entirely without violating correctness.

3 — Network partitions, partial connectivity, and how ElastiCache prevents split-brain in Redis

Another subtle but critical failure mode is network partition or partial connectivity between nodes and the
control plane. The worst risk in any replicated system is split-brain, where two nodes both believe they are
primary and accept writes independently, causing divergent datasets that cannot be reconciled cleanly. Redis
itself has mechanisms to avoid this in native cluster setups, and ElastiCache wraps these mechanisms with its
control-plane orchestration and health checks.

In ElastiCache Redis, the control plane acts as the authoritative coordinator for failover decisions. It monitors
both the primary and replicas and uses quorume-like logic and health policies to ensure only one primary exists
per replication group or shard. If the primary temporarily loses connectivity to the control plane but is still
reachable by clients, the control plane must be careful not to promote a replica too quickly. Conversely, if the
primary becomes unreachable to both control plane and clients, replicas are eligible for promotion. Internally,
Redis uses replication offsets, node states, and cluster metadata to decide if a node is eligible to become
primary; ElastiCache further stabilizes this with its own criteria so that two primaries never exist at the same
time.

For the application, a network partition usually surfaces as intermittent timeouts, spikes in latency, and
occasional MOVED/ASK responses in cluster-mode-enabled setups. Clients must treat these symptoms as
signals to refresh their cluster view and update routing tables. Proper client libraries (cluster-aware Redis

clients) are designed to handle this automatically, but poor error handling can cause prolonged disruption.

Split-Brain Prevention Idea (High-Level)

- control plane continuously monitors nodes
- only promote replica if:
- Primary 1is truly unreachable
- Replica 1is sufficiently up-to-date
- Never allow two writable primaries per shard

Graceful recovery here depends on using official, cluster-aware Redis clients, respecting their reconnect
behavior, and monitoring metrics such as replication lag, failover events, and network error rates to detect
partitions early.



4 — Configuration and operational failure modes: hot keys, oversized values, eviction storms, and
snapshot/restore effects

Not all failures come from hardware or network issues; many come from misconfiguration and operational
mistakes. These are often more dangerous because they can silently degrade performance or correctness for
long periods before being noticed.

A classic operational failure is the hot key problem: a small number of keys receive a disproportionate share
of the traffic. In Redis or Memcached, this overloads a single node or shard while others stay relatively idle.
When the hot key's node saturates CPU or network, latency for operations touching that key spikes, and
applications may see timeouts and failures even though the cluster as a whole appears underutilized. Another
variant is key explosion with unbounded collections (e.g., pushing millions of items into a single list or sorted
set), causing large O(N) operations and memory overhead that eventually push Redis into eviction or OOM
(out-of-memory) territory.

Oversized values—megabyte-scale payloads stored as single keys—cause another class of failure. Each
GET/SET must move large payloads over the network and serialize/deserialize them, increasing latency and
saturating bandwidth. Under high concurrency, this combination leads to head-of-line blocking at the node.

Eviction storms occur when memory is mis-sized or TTLs are poorly designed. If the dataset is larger than the
available memory and eviction policy is aggressive (e.g., allkeys-Iru), Redis may start evicting keys continuously,
leading to a thrash where useful data never stays in memory long enough to provide a stable hit ratio. This can
collapse performance and send unexpected load to backend databases.

Snapshot and restore processes are another source of operational risk. Taking snapshots of very large Redis
datasets can create I/0 and CPU pressure if badly timed; restoring from snapshots creates cold caches that
must be re-warmed, and if done during peak traffic without coordination, can overload databases. Designing
around these failure modes means:

e sizing nodes and shards properly

e controlling key size and collection growth

distributing keys to avoid hot spots

scheduling snapshots during off-peak hours

monitoring eviction rates, keyspace hit ratios, and slowlog

Operational Failure Symptoms (High-Level)

Hot Key:
- One shard/node CPU at 90-100%
- Others are idle

Eviction Storm:
- High eviction per second
- Low hit ratio
- DB CPU spikes

Oversized values:
- High network throughput
- Long tail latencies



Graceful recovery here is less about automatic failover and more about correct capacity planning,
monitoring, and fast remediation when these patterns appear.

5 — Application-level resilience patterns: timeouts, retries, backoff, circuit breakers, and stampede
defenses

Even with a perfectly configured and highly available ElastiCache cluster, applications that talk to it must be
designed to fail gracefully. This is where timeouts, retries, backoff, and circuit breakers come in. If a cache
node is slow or failing, we must not allow application threads to hang indefinitely waiting for responses; we set
aggressive but realistic timeouts (for example, a few milliseconds to tens of milliseconds depending on the
environment) so that stalled operations can be aborted and retried or bypassed.

Retries must be implemented carefully. Blind immediate retries can amplify a transient failure into a full-blown
outage by doubling or tripling load on already struggling nodes. Instead, we use exponential backoff and
jitter, allowing the system to recover. Circuit breakers help detect when the cache layer is unhealthy and
temporarily stop sending traffic to it, forcing the application to fall back directly to the database or to return
degraded responses. This avoids cascading failures and gives operators time to fix the underlying cache issue.

Stampede protection is another crucial resilience pattern. When a key expires or a node fails, many threads
may simultaneously try to regenerate the same costly data by hitting the backend. Using Redis-based locks
(SET NX PX), token buckets, or request collapsing, we ensure that at most one worker regenerates the data
while others either wait or serve stale data. This prevents backend overload when caches are cold or partially
lost.

Application Resilience Around Cache

- Short, well-tuned timeouts

- Limited retries with exponential backoff + jitter

- Circuit breakers when error rate crosses threshold
- Fallback paths to DB (with throttling)

- Stampede protection using locks or request grouping

Graceful recovery is as much about how the app behaves under cache failure as about what ElastiCache
does internally. A poorly designed client can turn a minor node hiccup into a severe outage by overreacting
with uncontrolled retries.

6 — End-to-end failure-aware reference architecture: how all layers work together under stress

To see how all these pieces fit, it helps to visualize an end-to-end failure-aware ElastiCache architecture
where each layer knows how to behave when things go wrong.

End-to-End Failure-Aware Architecture

[ users ]
I

%
[ Edge / Load Balancer ]

\%



[ Application Tier ]

[\
[ \ (Fast Path: cache)
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I
| (Node/Az failure)

I

I

I
I I
I I
I I
I I I
| AwS Control Plane: |
| - Health checks I
[ - Replica promotion (Redis) |
| - Node replacement |
[ - Multi-AzZ orchestration
I I
I I
I I

(on miss or cache unavailable)

[ Database / Durable Store ]
[ S3 / RDS / DynamoDB etc. ]

Application Resilience Logic:

- Timeouts on cache calls

- Limited retries + backoff

- Circuit breaker when cache unhealthy
- Stampede protection on misses

- Always-valid fallback to DB

In normal operation, the majority of traffic flows on the fast path: application — ElastiCache — application.
When a node fails, the AWS control plane promotes replicas or replaces nodes; clients see short error spikes
and then resume. When an AZ fails, Multi-AZ Redis re-orients primaries; Memcached loses nodes and forces
warm-up. When network partitions occur, cluster-aware clients adjust routing based on Redis MOVED/ASK
signals and endpoint changes. When operational misconfigurations manifest (hot keys, eviction storms),
monitoring triggers alerts and engineers adjust capacity, key design, or TTLs.

Throughout all of this, the application is the final safety layer: it never assumes the cache is perfect, always has
a clear fallback to durable systems, and uses robust client-side mechanisms to avoid turning cache problems
into full outages. That is what “graceful recovery” really means in ElastiCache-backed architectures: every layer
expects failure, participates in healing, and never sacrifices correctness just to gain speed.

Question 14 — How do we design secure
Amazon ElastiCache deployments (network,
IAM, encryption, access governance)?


af://n878

1 — Why ElastiCache needs a full security architecture and why “it's only a cache” is a dangerous
misconception

Even though ElastiCache is an in-memory system and not a system of record, it frequently stores highly
sensitive data: session tokens, JWT payloads, access decisions, user state, rate-limit counters, feature flags,
analytics events, and even pre-materialized DB results that may contain personal or regulated data. Treating
ElastiCache as “just a cache” leads to deployments that expose Redis/Memcached over open network paths or
lack encryption, authentication, or proper IAM controls.

Because Redis executes commands directly in memory—including mutating data structures and performing
atomic multi-step logic—the security perimeter must ensure that only explicitly trusted clients can issue
commands. A single unauthorized client could flush the dataset, rewrite keys, impersonate sessions, or
exfiltrate data at memory speed.

For this reason, ElastiCache security is built on five pillars:

(1) strict VPC-only network access,

(2) security groups and subnet placement,

(3) IAM-based control-plane permissions,

(4) encryption in transit and at rest,

(5) Redis AUTH/token authentication and user group control (Redis 6 ACLs).

These layers collectively replace the role of firewalls, user accounts, TLS terminators, and application-side
authentication that Redis traditionally lacks when self-hosted.

ElastiCache Security Pillars

| Network Isolation (VPC-only) |
| security Groups (L4 firewall) |
| IAM for cluster mgmt (control plane) |
| TLS + Encryption at Rest (data plane) |
| Redis AUTH / ACL User Groups (Redis 6+) |

Security is therefore engineered deliberately across layers rather than assumed.

2 — VPC design, subnet placement, and security group boundaries for Redis and Memcached

ElastiCache is deployed only inside a VPC, not over public internet. This is the foundational security boundary.
Clusters are placed inside private subnets with no NAT gateway exposure, ensuring that no external host can
reach the node endpoints. Applications—EC2, ECS, EKS, Lambda, or internal services—must reside in the same
VPC or be connected through VPC Peering, Transit Gateway, or PrivateLink (if exposing a caching layer to
multiple accounts).

Security groups function as the L4 firewall. They define which application instances can connect to the
Redis/Memcached endpoints on their TCP ports (typically 6379 or TLS port 6380 for Redis; 11211 for
Memcached). The default and recommended pattern is tight inbound SG rules allowing only explicitly known
application SGs to communicate. No CIDR-wide access, no open VPC ranges, and never 0.0.0.0/0.



Subnet placement matters because ElastiCache creates nodes per AZ. To achieve Multi-AZ HA for Redis, we
place cluster nodes across at least two Availability Zones. Subnets should be:

e private
e multi-AZ
e route-table-isolated (no internet path)

e sized correctly for node IPs + replacements

Network Architecture (Simplified)

[ vpC ]
I
+--[ Private Subnet Az-A ]--- Redis Primary
I
+--[ Private Subnet AzZ-B ]--- Redis Replica
I
+--[ Private Subnet Az-C ]--- Additional Replica

This structure ensures that Redis traffic stays internal, avoids internet exposure, and leverages AZ redundancy.

3 — Authentication, user access control, and Redis 6 ACLs in ElastiCache

Redis traditionally relied on a single AUTH password, but modern ElastiCache for Redis now supports Redis 6
Access Control Lists (ACLs). This allows granular permissions per Redis user:

e read-only users

e write-only users

e users restricted to specific commands
e users restricted to specific key patterns

e admin users with full permissions

This is critical to prevent accidental or malicious misuse. For example, we can deny destructive commands
( FLUSHALL , FLUSHDB, KEYS *)to all clients except designated admin personas. ACLs also help impose least-

privilege principles: application services only get the permissions they require, not blanket full access.

AUTH tokens or user/password pairs are stored safely in Secrets Manager or SSM Parameter Store, never
embedded directly into code repositories or environment variables.

Redis 6 ACL Example (Conceptual)
User: api-service
Allowed: GET, SET, HGET, HSET
Denied: FLUSH*, CONFIG*, KEYS
Keyspace Patterns: "session:*", "profile:

&

This prevents entire classes of operational accidents and reduces blast radius for compromised application

components.



4 — Encryption in transit, encryption at rest, and TLS handshake behavior

ElastiCache supports TLS for in-transit encryption and AES-256 encryption at rest for Redis. Transport
encryption ensures that even if traffic crosses VPC peered networks, Transit Gateway attachments, or
misconfigured internal routes, attackers cannot sniff contents. TLS also ensures integrity—requests cannot be
modified in flight.

Because Redis uses long-lived connections, TLS handshake cost is amortized across many thousands or
millions of operations. Well-configured clients open a pool of persistent TLS connections, avoiding handshake
storms. This is crucial for performance: enabling TLS does not significantly degrade latency when using
connection pools.

Encryption at rest protects snapshot files and underlying storage for replication logs. Although Redis stores
everything in memory, replication buffers, swap fragments (if any), and snapshot payloads go through
encrypted storage paths.

Encryption Layers

In-Transit: TLS 1.2/1.3 on port 6380

At-Rest: AES-256 for internal persistent artifacts
AUTH: token or ACL user-based authentication

For compliance (PCl, HIPAA, FedRAMP), in-transit encryption is mandatory; ACLs and strong network
boundaries are also required.

5 — IAM permissions, operational governance, and separation of duties

ElastiCache does not use IAM for data-plane access (clients do not authenticate with IAM to execute Redis
commands). Instead, IAM controls the control plane:

e creating clusters

e modifying node types

e adding/removing shards

e taking or restoring snapshots

e rotating authentication tokens

e modifying ACLs

e controlling maintenance windows

This separation is powerful: database administrators, DevOps engineers, and developers can be granted
granular IAM roles. For example:

e Operators may scale clusters but cannot read/write data.
e Security teams may rotate auth tokens but cannot modify topology.

e Developers may read cluster metadata but cannot perform destructive operations.

IAM boundaries complement Redis ACLs: IAM restricts what infrastructure operations can occur; ACLs restrict
which data commands clients can issue.



IAM (Control Plane)
- Create, modify, delete clusters
- Snapshot mgmt
- ACL user mgmt

Redis ACL (Data Plane)
- Ccommand-Tevel permissions
- Keyspace restrictions
- Client authentication

No production ElastiCache deployment is secure without strict IAM boundaries.

6 — End-to-end security architecture: combining network isolation, encryption, ACLs, IAM, and
monitoring

All security layers must be combined into a coherent architecture, not applied piecemeal. The full security
stack looks like this:

Full Security Architecture (Multi-Layer)

[ 1AM Policies ]
(who can modify cluster, manage ACLS)

v
ettt ettt L +
| AWS ElastiCache Control Plane |
| - Token rotation - ACL mgmt - Failover mgmt |
et et e e +

|

Y%
ettt ettt L +

| VPC Network Boundary (Private Subnets, SGs, NACLS) |
| - No public subnets |
[ - only app SG - cache sG allowed [

| Redis / Memcached Data Plane (TLS-enabled) |
| - Encryption-in-transit |
| - Redis AUTH / ACL users |
[ - Restricted commands & keyspace patterns

| Application Stack |
| - Secrets Manager |
| - IAM roles |
| - Connection pools |



| - Retry/backoff |

In this security architecture:

e Network ensures only trusted actors can even reach the cache.

e TLS ensures attackers cannot inspect or tamper with in-flight data.

e ACLs ensure even trusted actors cannot escalate their capabilities.

e |AM ensures only authorized operators can modify the infrastructure.

e Monitoring (CloudWatch, Audit Logs, ACL failures, connection anomalies) ensures continuous visibility.

This layered model prevents mistakes, protects against compromised services, supports compliance, and
prevents catastrophic cache manipulation events.

Question 15 — How does monitoring,
observability, and performance diagnostics
work in Amazon ElastiCache?

1 — Why observability is crucial for in-memory systems and why ElastiCache failures are often silent
until catastrophic

ElastiCache runs entirely in memory and processes requests at microsecond scale. This means failures,
saturation, or misconfigurations often do not manifest gradually like in disk-backed systems. When Redis or
Memcached is overloaded, tail latencies spike sharply, event loops stall, eviction storms begin instantly, or
replication lag jumps abruptly. These failures can cascade into full application outages before traditional
alerting thresholds even fire.

Furthermore, many ElastiCache issues—hot keys, oversized values, blocked event loops, replica lag, slowlog
spikes—are not visible at the infrastructure level. CPU may appear low while event loops block on large
commands; memory may appear healthy while specific keys dominate throughput; network throughput may
look stable while pipelining inefficiencies cause thousands of micro-latency stalls.

Therefore, ElastiCache observability is about monitoring not only infrastructure metrics but also internal
engine behavior, client behavior, key distribution, and workload patterns. Redis exposes fine-grained
metrics, slowlog, command stats, replication offsets, and cluster topology states, and ElastiCache integrates
these with CloudWatch, Events, and enhanced monitoring to produce a complete visibility layer.

why Observability Matters

- In-memory failures are abrupt, not gradual

- Tail Tatency is extremely sensitive

- Hot keys can saturate a single shard

- Replica Tag can silently produce stale reads

- Event-Toop stalls freeze the node for all clients
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A well-observed ElastiCache environment catches these patterns early and prevents microsecond systems
from collapsing under load.

2 — Core Redis and Memcached metrics: CPU, memory, evictions, connections, command rate, and
replication lag

CloudWatch exposes a set of core metrics for both Redis and Memcached. These are the first line of defense
because they reveal saturation and mis-sizing:

e CPUUtilization: For Redis, the single-threaded nature means CPU > 75% on the primary is a warning
sign. Even at 60-70%, tail latency often increases. For Memcached, multi-core helps but cores can
saturate under heavy workload.

e EngineCPUUtilization (Redis-specific): More accurate measure of event-loop CPU. This is the key metric
for latency behavior.

¢ FreeableMemory / BytesUsedForCache / Evictions: Reveal memory pressure. If eviction rate > 0 in
Redis, keys are being dropped. In Memcached, evictions indicate cold data is pushed out too quickly.

e CurrConnections / NewConnections: High new-connection rate indicates clients not using connection
pooling (a major performance anti-pattern).

e Cmds/Sec: Total throughput. A sudden drop may indicate connection issues; a spike may indicate
stampede risk.

e ReplicationLag / SyncFull / SyncPartial: Critical for correctness. Lag > tens of milliseconds can produce
stale reads. Full sync events indicate replicas repeatedly falling behind.

e NetworkBytesIn/Out: Identifies oversized values or excessive responses.

Key Metric Interpretation

- High CcPU (Redis primary): Shard/node saturated

- High evictions: Memory too small OR TTLs too Tong

- High new connections/sec: Connection pooling failure

- High replication lag: Stale replica reads, failover risk

Monitoring these metrics in isolation is insufficient; correlation across metrics reveals the real failure pattern.

3 — Redis Slowlog, command-scoped metrics, and event-loop diagnostics

Redis provides a slowlog, which records commands that exceed a configured execution threshold—typically
micro- or millisecond scale. Because Redis is single-threaded, a single slow command (e.g., KEYS *, LRANGE on
large lists, ZRANGE on huge sorted sets, heavy Lua scripts, large UNLINK operations) blocks the event loop and
delays all operations behind it.

Slowlog entries are a direct signal of performance threats. Even one slowlog entry per minute indicates
structural issues:

e unbounded collections
e heavyweight operations in the hot path
e oversized payloads

e O(N) operations under high concurrency



ElastiCache exposes slowlog through CLI and API.

Additionally, command-level statistics (e.g., frequency of ZADD, HGET, GET, SET) reveal whether the workload
uses expensive structures excessively. A spike of expensive-set operations can precede CPU saturation or high
latency events.

Slowlog Example

command: LRANGE mylist O 100000

Execution Time: 12 ms

Impact: Freezes node for all clients for 12 ms

Event-loop stalls are catastrophic in Redis. Slowlog is the earliest warning sign.

4 — Hot key diagnostics, key distribution profiling, and shard imbalance identification

Hot keys are one of the most dangerous performance failure modes in ElastiCache. A single key receiving 40%+
of total traffic can saturate one shard while others sit idle. CloudWatch cannot see hot keys directly, but
ElastiCache provides HotKey and HotKeyBytes events.

For cluster-mode-enabled Redis:
e Shardimbalance metrics reveal uneven slot distribution
e CloudWatch “Primary CPU by Shard” reveals one shard near 90%, others near 20%
e Redis “INFO commandstats” shows skewed command rates
For Memcached, hot node detection occurs by:
e comparing node-level CPU
e observing node-specific eviction spikes

e checking connection imbalance

Hot Key Pattern

Shard A: CPU 92%, 70k ops/sec

Shard B: CPU 20%, 15k ops/sec

Shard C: CPU 15%, 14k ops/sec

=> Single key or small key family dominating shard A

Diagnosing hot keys early prevents catastrophic shard saturation and latency spikes.

5 — Observability of failover, retries, DNS changes, and connection churn during HA events
Redis failover events appear as:

e short burst of client timeouts

e sudden drop in ops/sec

e surge in new connections/sec

e “PrimaryHostNameChange” events



e replication state transitions (Replica — Primary)

e (CloudWatch “NodeAvailability” alarms

Applications with poor retry logic amplify disruption: uncontrolled retries overwhelm replicas, making failover
slower. Correct observability means measuring:

® retryrate
e connection churn
e error bursts (timeouts, MOVED errors in cluster mode)

e DNS resolution failures
Memcached failover (node replacement) appears as:

e sudden drop in hit ratio
e spike in backend DB queries
e increased newConnections as clients reconnect

e per-node ops imbalance

Failover Symptom Timeline

TO: Node unhealthy -> CPU spike or network Tloss
T+1s: Control plane detects failure

T+3-5s: Replica promoted and DNS updated (Redis)
T+3-20s: Clients reconnect, ops resume

Observability ensures failover acts as a hiccup rather than a full outage.

6 — Full-stack observability architecture for ElastiCache: metrics, logs, events, tracing, and synthetic
checks

A complete observability stack integrates CloudWatch, Redis engine metrics, Datadog/New Relic/Prometheus

client-side metrics, tracing (X-Ray, OpenTelemetry), and synthetic probes.

Full oObservability Architecture

| Cloudwatch Metrics |
[ - CPU, Memory, Evictions, Lag, CmdRate, ConnRate |

Cloudwatch Events + SNS/Alerting |
- Failover events |
- Hot key notifications |

- Node replacement alerts |

Redis Engine Metrics |
- slowlog |
- commandstats |
- INFO replication, cluster |

| Client-Side Metrics (Application) [



- P50/P90/P99 Tatency
- retry count

- pool saturation

- new connections/sec

| Distributed Tracing |
| - end-to-end latency tracking [
| - cache-hit vs cache-miss annotation |

| Synthetic Health Checks |
| - periodic GET/SET pipelines |
| - multi-shard routing tests |

This layered approach gives not just visibility, but predictive insight: slowlog — early indicator of future CPU
saturation; connection churn — early indicator of client misconfiguration; hot-key alerts — early indicator of
potential shard meltdown.

Question 16 — How do we integrate Amazon
ElastiCache with other AWS services and
application architectures (RDS, DynamoDB,
Lambda, EKS, microservices, messaging,
global systems)?

1 — How ElastiCache fits into the larger AWS application landscape and why it becomes the “speed
layer” for all upstream services

ElastiCache acts as the in-memory acceleration tier for nearly every tiered application architecture in AWS.
Whether the backend is relational (RDS, Aurora), NoSQL (DynamoDB), file/object storage (S3), event-driven
compute (Lambda), or container workloads (ECS/EKS), ElastiCache inserts itself as a specialized tier designed
purely for ultra-low-latency reads, high-frequency counters, session state, and transient computation.

No matter what your durable system of record is, that system is almost always too slow and too expensive to
answer all queries directly, especially under load spikes. ElastiCache solves this by acting as the first lookup
point for hot, pre-computed, or frequently requested data. The integration model therefore becomes:
compute — cache — database, with the cache short-circuiting 70-95% of direct DB reads.

Every AWS architecture using stateful components eventually adopts this flow because it stabilizes the
backend, protects databases from overload, reduces latency by orders of magnitude, and simplifies application
logic by eliminating redundant queries. ElastiCache thus behaves like a “performance firewall” shielding every
downstream persistent system.
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High-Level AWS Integration Pattern
[ clients ]
|

\"
[ API / EKS / Lambda ]

I
+--> [ ElasticCache (RAM - Fast Path) ]

I
+--> [ RDS / DynamoDB / S3 / ES (Slow Path) ]

This simple structure powers microservices, e-commerce platforms, fintech systems, mobile APIs, gaming
backends, streaming platforms, and anything requiring high-speed state exchanges.

2 — Integrating ElastiCache with RDS/Aurora: database offloading, read amplification control, and
query-result caching

For relational databases such as RDS and Aurora, ElastiCache is a lifesaver because it absorbs repetitive read
patterns that would otherwise crush the DB. In RDS, every query consumes CPU, memory, and 1/0 capacity.
Under burst traffic, this leads to queue buildup, thread contention, lock pressure, and slow request execution.
Aurora can scale read replicas but still suffers from repeated identical queries.

By caching query results, normalized rows, session blobs, or pre-materialized objects in ElastiCache, we
drastically reduce read amplification. For example, an e-commerce product page may require 5-15 queries:
product details, categories, availability, price rules, recommendations. Without caching, each page view hits the
DB. With ElastiCache, the app reads almost everything from RAM, hitting the DB only when TTL expires or on
cache misses.

Patterns commonly implemented:

e cache-aside for query result caching

Redis hashes for user/profile objects
e sorted sets for ranking and feed lists

e counters for popularity, page views, and inventory signals

RDS + ElastiCache Integration
API -> Cache GET
| Hit -> return
| Miss -> DB Query -> Cache SET -> return

Effect:

- 60-95% fewer DB reads

- Stable DB CPU

- Predictable tail latencies

Aurora especially benefits because its “reader endpoints” scale well for fresh queries but not for repeated
identical reads. Caching those results prevents Aurora read replicas from saturating.



3 — Integrating ElastiCache with DynamoDB: hot-partition relief, strongly consistent fallbacks, and
session/state acceleration

DynamoDB is fast but not infinite. It is susceptible to hot partitions when keys receive disproportionate traffic,
and strongly consistent reads cost additional throughput units. ElastiCache mitigates these problems by

absorbing read throughput before requests reach DynamoDB, ensuring that hot keys do not hammer a single
DynamoDB partition.

Typical patterns:

e using Redis as the front-end session store while DynamoDB stores durable session data
e caching expensive aggregations or queries
e storing “derived state” such as counters, rate limits, or computed views

e caching TTL-sensitive objects to shield DynamoDB from repetitive reads

A common architecture is:

App -> ElastiCache -> DynamoDB
(Hot-path) (cold path)

For strongly consistent read-after-write cases, apps may:

e write to DynamoDB
e invalidate Redis
e perform subsequent reads against DynamoDB for short intervals

e re-enable cache reads once consistency stabilizes

Because DynamoDB provides predictable durability and Redis provides microsecond caching, this pairing is
extremely common in mobile and gaming apps.

4 — Integrating ElastiCache with Lambda, APl Gateway, and event-driven serverless architectures

For serverless APIs, ElastiCache solves the cold-start problem not for Lambda itself but for data access
latency. Without ElastiCache, each Lambda invocation queries DynamoDB/RDS, which becomes expensive at
scale and fragile under bursty traffic. With ElastiCache, Lambda retrieves hot data from memory instead of
making multiple network hops to the database.

Architecture:
API Gateway -> Lambda -> ElastiCache -> DB

Hit: us latency
Miss: DB fetch

This is essential in burst traffic situations because Lambda can scale to thousands of concurrent executions
instantly, overwhelming the DB. ElastiCache absorbs that surge effortlessly.

For event-driven pipelines:

e |ambda functions use Redis Lists or Streams as high-speed ingestion buffers



e Streams act as micro-Kafka-like pipelines for short-lived events

e Rate-limiters inside Redis protect downstream systems from floods

Serverless architectures become more stable when ElastiCache is in front of the DB or behind queues.

5 — Integrating ElastiCache with EKS/ECS/microservices: service-to-service caching, state propagation,
distributed locks, and coordination

Containerized microservices architectures are where Redis shines the most. Redis effectively becomes:

the shared session layer

e the distributed lock manager

e the cross-service caching layer

e the coordination service for workflows
e the pub/sub notifier for state changes

e the distributed counter system

the real-time metadata bus

EKS/ECS workloads follow patterns like:

Service A -> get user session -> Redis

Service B -> get ACL policies -> Redis

Service C -> update profile -> DB -> invalidate Redis
Service D -> publish event -> Redis Pub/Sub

Service E -> process queue -> Redis Streams

Redis locks (SET NX PX) act as distributed mutexes preventing race conditions across microservices. Sorted sets
maintain prioritized job queues. Streams connect ingestion services with worker pools. Pub/Sub channels
broadcast configuration changes (e.g., feature-flag updates).

Redis thus replaces multiple components:

e ZooKeeper-like coordination

lightweight message queues

ephemeral KV stores

locking systems

This dramatically simplifies microservices infrastructure.

6 — Multi-account, multi-VPC, and cross-region integration using Transit Gateway, VPC Peering, and
Global Datastore

Large organizations run workloads across multiple AWS accounts or regions. ElastiCache integrates through a
combination of:

e Transit Gateway (fully routable, scalable)

e VPC Peering (simple, low-latency interconnection)



e PrivateLink (service-to-service private exposure)

e Global Datastore for Redis (cross-region read replication)

The most powerful multi-region pattern is Global Datastore:

Region A (Primary) ---> Region B (Replica) ---> Region C (Replica)
| | |

writes Near-real-time Near-real-time

Applications in distant regions read from local replicas for low latency, while writes propagate from the
primary region. This architecture is used for:

e global gaming leaderboards
e geo-distributed mobile data
e global session sharing

e near-real-time read replication

Combined with CloudFront and global request routing, Redis Global Datastore becomes the global speed layer
for distributed applications.

Combined Integration Architecture Diagram

[ GLOBAL USERS ]

| Regional API Layer |
| (API GW / ALB / NLB / gRPC) |

| Compute Layer
| (EKS / ECS / Lambda) |

| ELASTICACHE (Redis/Memcached) |
| - caching (query results, objects) |
| - Sessions, state, tokens |
| - Queues (Lists), Streams, Pub/Sub |
| - Rate Timiting, counters, Tocks |

| Durable Backends |
| RDS / Aurora / DynamoDB / S3 |
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| Multi-Region / Global |
| Redis Global Datastore / DR |

This diagram captures the entire integration story: ElastiCache sits in the center of AWS architectures, acting as
a shared performance, coordination, and state layer for all upstream compute and downstream storage.

Question 17 — How do we design multi-
region, disaster recovery (DR), and global
architectures with Amazon ElastiCache?

1 — The role of ElastiCache in multi-region and DR architectures: cache vs source of truth

When we extend architectures beyond a single region—either for disaster recovery, low-latency global user
experiences, or regulatory separation—we must be very clear about what ElastiCache is and is not.
ElastiCache (Redis or Memcached) is never the primary system of record; its purpose in multi-region and DR
designs is to provide regional speed and regional resilience around a durable backend such as RDS, Aurora
Global Database, DynamoDB Global Tables, or replicated S3 data.

That means:

e For DR: we do not DR “the cache” itself as a primary objective. Instead, we DR the database and then
use ElastiCache to rebuild or accelerate the recovered environment.

e For multi-region active/active: ElastiCache serves as the fast, local “edge cache” per region, pushing
read latency down and absorbing regional traffic, while cross-region replication of Redis clusters (Global
Datastore) or separate caches in each region derive their data from global databases or replicated state.

So the design principle is:

Global & DR strategy = design around the database & traffic routing; ElastiCache then becomes the
regional speed layer and, optionally, a replicated in-memory view (Redis Global Datastore) for faster
cross-region read access.

In other words, ElastiCache is part of the performance and RTO story, but the RPO (data loss) guarantees still
come from the persistent stores.

2 — Single-region HA vs multi-region DR: what changes when we go from “Multi-AZ Redis" to “Multi-
Region Architecture”

Inside a single region, high availability is mainly about Multi-AZ Redis:
e Primary in AZ-A

e Replicasin AZ-B/ AZ-C
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e Automatic failover if AZ-A or the primary node fails

This protects us from intra-region failures, such as a single AZ outage, node hardware failure, or local network
issue. It does not protect against:
e Region-wide failures (control plane issues, massive network partition, regional outage)

e Misconfigurations that affect the entire region

e (atastrophic events that render all AZs in a region unavailable
To handle these, we need a multi-region DR plan. At a minimum, this implies:

e Asecondary region with its own database (replicated, or ready-to-restore from backups)

e Application and networking stacks (VPC, subnets, security groups, load balancers, compute) provisioned
or quickly deployable

e An ElastiCache cluster in the secondary region that can be warmed up or rebuilt from DB after failover

For Redis, we can optionally use Global Datastore (multi-region replication) so that remote regions have near-
real-time copies of Redis data. For Memcached, there’s no cross-region replication; we treat each region’s
Memcached cluster as completely independent.

A high-level comparison looks like this:

Single Region HA (Redis)
Region A:
AZ-1: Primary
AzZ-2: Replica
AZ-3: Replica
=> Survives AZ loss, not full region loss

Multi-Region DR

Region A: Primary stack (App + DB + ElastiCache)

Region B: DR stack (warm or Cold)

=> Survives full Region A loss by failing over to Region B

The shift from Multi-AZ to Multi-Region is essentially a shift from availability to business continuity.

3 — Redis Global Datastore: cross-region read replicas, topology, and consistency characteristics

Redis Global Datastore is Elasticsearch... no—this is Redis extended for multi-region. It lets us create one
primary region where writes occur and one or more read replica regions, where Redis data is
asynchronously replicated. Conceptually:



Redis Global Datastore (Simplified Logical Vview)

writes
Region A (Primary Redis)
/ \
v v
Region B (Read Replica Redis)
Region C (Read Replica Redis)

Key points:

e Writes go only to the primary region’s Redis cluster.

e Read replica regions receive data via asynchronous replication, so they are eventually consistent
relative to the primary.

e |f the primary region fails, you can promote one of the replica regions to be the new primary (a DR
capability).

e This serves two main purposes:

o Global read latency reduction: users in other regions can read from a local Redis replica instead
of crossing continents.

o Faster DR: the DR region already holds an in-memory copy of Redis data; recovery doesn't
require fully cold cache warm-up.

However, there are important consistency and design implications:

e Asynchronous replication — some delay between primary updates and replica visibility.

e Writes must still flow to the primary region; cross-region writes from all regions are not
automatically coordinated (no built-in multi-primary conflict resolution).

e During failover/promotion, some last writes may be lost depending on replication lag (RPO factor).
In practice, Redis Global Datastore is excellent when:

e You have a single logical write region (e.g., Region A)
e You want fast reads close to users in Region B/C

e You want faster DR for cached state

But your source of truth (RDS, Aurora Global DB, DynamoDB Global Tables) must still be architected for DR;
Redis remains secondary.

4 — DR patterns with ElastiCache: cold cache, warm cache, and Global Datastore-based fast recovery

When designing DR, we have to choose how much we care about preserving cache contents vs. how quickly we
can rebuild them. Three common patterns:

4.1 — “Cold Cache DR” (simplest)

In this model, the DR region maintains no active Redis replication. We only replicate the database (Aurora
Global DB, DynamoDB Global Tables, cross-region S3, etc.). If Region A fails:



e Route traffic to Region B
e Apps in Region B connect to a fresh ElastiCache cluster (bootstrapped already or created on the fly)
e The cache is initially empty

e As requests flow, the cache is lazy-populated from the DB

e Simple architecture; no Global Datastore needed

e No cross-region cache replication complexity

e (old start: DB in Region B must handle full read load until cache warms up

e Higher RTO, risk of DB overload if the DR event happens during peak traffic

4.2 — “Warm Cache DR with Snapshots or Prebuilt Topology”
Here, we maintain:

e A pre-provisioned Redis cluster in the DR region

e Optionally periodic snapshots exported from the primary region, restored on the DR side during DR
drills

e Or regularly scheduled pre-warming jobs that keep certain hot keys in DR side
Pros:

e Quicker warm-up than starting from zero

e You can pre-cache the most critical data (config, features, global objects)

e Snapshots are point-in-time, not continuous

e Complexity in synchronizing or revalidating stale cache data after DR activation

4.3 — “Global Datastore DR (Warmest Cache)”
In this model:

e Primary region’s Redis is configured as Global Datastore primary
e DRregion's Redis is a Global Datastore replica

e |f Region A fails, Region B's Redis is promoted to primary

e DRregion has near-real-time cached data
e ElastiCache warm-up time is almost zero for the majority of keys

e DB + Redis in DR region can start serving with high performance quickly

Cons:



e Asynchronous replication — some data loss possible (RPO # 0)
e Need to design application for potential out-of-date cached values after DR cutover

e Still need database-level DR; Redis alone is not enough

A combined DR picture looks like:

Multi-Region DR with Global Datastore

Region A (Primary)
- App A
- DB A (Primary or Global Primary)
- Redis A (Global Datastore Primary)

Region B (DR / Secondary)
- App B
- DB B (Replica / Global Replica)
- Redis B (Global Datastore Replica)

Normal:
wWrites -> Region A
Reads -> Region A / B (Redis B for speed)

DR Failover:
Promote DB B and Redis B
Route traffic to Region B

This gives us faster RTO but we must still accept that the DR cache might be slightly stale vs. DB and handle
correctness accordingly.

5 — Global low-latency architectures: local caches per region + global DB + (optional) Global Datastore

Beyond DR, many systems want active/active global latency—serving users from “nearest region” with low
latency while keeping a coherent data picture. A typical pattern:

e Global DynamoDB tables or Aurora Global Database provide replicated, durable data across regions.
e Each region has:

o Local ElastiCache Redis cluster for cache and advanced data structures.

o Local compute (EKS/ECS/Lambda) and API gateways.

e Optionally, Redis Global Datastore to reduce DB read load across regions and speed up cross-region
reads for cached keys that are written in only one region.

Two variants:

5.1 — Global DB + local, independent caches per region

Each region’s cache is filled independently via cache-aside from the global or replicated DB.



Region A:
App A -> Redis A -> Global DB

Region B:
App B -> Redis B -> Global DB

Pros:

e Simple mental model: DB is the only “global truth”

e (Caches are region-local, no cross-region Redis replication complexity
Cons:

e FEach region must independently warm its cache

e For some global hot keys, you may hit the DB from each region separately during warm-up

5.2 — Global DB + Redis Global Datastore for certain workloads

Here, we designate one region as “Redis write primary” and use Global Datastore to replicate those caches
globally.

Region A:
wWrites -» DB + Redis A (Global Primary)
Region B/C:
Reads - Redis B/C (Global Replicas) + DB as needed

Use cases:

e Global leaderboards that must be consistent across regions
e Global configuration or feature flags

e Country-level aggregated stats, metrics, or analytics

In this model, reads across regions hit local Redis replicas; DB load is reduced everywhere, and global users
see consistent cached values with just replication lag.

6 — Putting it all together: reference multi-region + DR + global performance architecture for
ElastiCache

Let's combine everything into a single conceptual architecture that supports:

e Multi-AZ HA inside each region
e Multi-region DR
e Global low-latency reads using local caches

e Optional Redis Global Datastore to speed cross-region caching

Multi-Region / DR / Global Architecture (Conceptual)



GLOBAL DNS / ROUTING
(Route 53 / Geolocation / Latency)

Fom - - +
| |
Region A (Primary) Region B (Secondary/DR)
e + T +
| API / EKS / Lambda | | API / EKS / Lambda |
Fo— - e + fom - d-—-mm— - +
| |
e V-————-- + e Vo—————-- +
| Redis A |<-- Global DS --> | Redis B
| (Primary) | | (Replica) |
e R it + R it ettt +
| |
R Vo——— - + S Vo————m o - +
| DB A (Global |<-- DB Replication --->| DB B |
| Primary) | | (Global Replica) |
e e e T + o +

Normal State:

- Users near Region A use Redis A + DB A

- Users near Region B use Redis B (replica) + DB B
- Writes funneled to DB A + Redis A

DR State (Region A fails):

- Promote DB B to primary

- Promote Redis B to Global DS primary

- Global routing sends traffic to Region B

Inside each Region:

- Redis 1is Multi-Az (primary + replicas across AZs)
- DB is Multi-Az or Global

- Apps use cache-aside / read-through patterns

In this architecture:

e |nside each region, ElastiCache is Multi-AZ for node/AZ resilience.

e Across regions, we use database-level replication for durable data and optional Redis Global
Datastore for enhanced Redis continuity.

e For DR, we promote both database and Redis in the DR region and shift traffic.

e For global low-latency, regional caches serve local users using data derived either directly from local DB
replicas or via replicated Redis states.

The key design mindset is:

e RPO and RTO are set by the database and traffic routing.

e ElastiCache is engineered to support those goals by delivering local speed, absorbing read load,
and—in the case of Global Datastore—carrying a replicated in-memory view for faster recovery.



As long as we never confuse ElastiCache with the system of record and we always pair it correctly with
global/DR database strategies, we can build robust, multi-region, globally performant architectures where
Redis and Memcached serve as the high-speed, region-local data fabric glued between compute and durable
storage.

Question 18 — How do we design cost-
optimized Amazon ElastiCache architectures
(instance sizing, TTL strategy, shard planning,
eviction economics, connection efficiency)?

1 — Why ElastiCache cost optimization is fundamentally different from database cost optimization

Unlike RDS, DynamoDB, or S3, ElastiCache costs are governed almost entirely by memory + network + CPU in
a single-threaded event loop. This means cost optimization is not just about using the “right instance size”; it
is about balancing:

e memory footprint

e throughput capability

e key distribution

e eviction behavior

e network round-trip volume
e TTL and data churn patterns
e connection pool strategy

e shard count vs node size

ElastiCache cost is therefore a shaping exercise: we shape the data patterns so that Redis/Memcached only
holds what is necessary, processes what is necessary, and avoids high-cost churn such as oversized values,
unnecessary long-lived connections, or large numbers of shards when fewer would suffice.

A crucial insight:

Most overspending in ElastiCache comes from holding too much data for too long, not from under-
utilized nodes.

Because ElastiCache is in-memory, each MB stored is expensive compared to disk systems. A single
unnecessary 2MB JSON blob, when multiplied by millions of keys, can waste gigabytes. Therefore, TTL
discipline, key compaction, and data modeling matter more for cost efficiency than pure instance size
selection.
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ElastiCache Cost = Node Size x Shard Count x Hours
Drivers of waste:

- Large payloads

- Long TTLs

- Poor key modeling

- over-sharding

Optimizing cost begins at the application design level, not at the infrastructure level.

2 — Instance family selection, node sizing, and price/performance modeling

Redis is single-threaded. This means:

VvCPU count on the node mostly affects replication and background tasks
The Redis event loop uses one core

Memory capacity and network throughput drive real cost

Therefore, the ideal node type balances:

RAM
network bandwidth
CPU enough for single-thread + replication

cost per GB

General rules:

Use Régd / R7gd / M6g / M7g families (Graviton-based) for best cost/performance.

Choose the smallest node that can hold your working set x overhead, then scale horizontally via
shards if needed.

Prefer fewer larger nodes over many small ones, unless shards are required for throughput or hot-key
distribution.

A practical sizing approach:

1. Identify working set (actual active data, not total data).

2. Add Redis overhead (~10-20% for metadata + replica buffers).

3. Add replication footprint, because each replica holds the full dataset.

4. Ensure the resulting dataset fits within 60-70% of node memory (leaving headroom to avoid eviction

storms).

5. Choose the cheapest node that satisfies these constraints.

Memory Sizing Equation
Required_Memory = (Working_Set x (1 + Overhead)) x Replica_Count x Safety_Buffer

This avoids the cost explosion caused by oversizing “just in case.”



3 — TTL optimization, key lifecycle modeling, and the economics of short- vs long-lived data
TTL design can either save enormous memory cost or waste enormous memory cost.
Too long TTL — expensive memory retention

Keys stay in RAM even when unused. Many teams set TTL to 1-24 hours without analyzing access patterns.
This results in storing gigabytes of outdated or rarely accessed data.

Too short TTL — DB overload

Short TTLs mean more cache misses, which means more DB queries. DB cost rises, and application latency
increases.

The optimal TTL is the point where:

e memory cost is minimized

DB load remains stable

hit ratio remains high

e correctness meets business requirements

A typical approach is to tier TTLs:

Hot data (e.g., sessions, carts, active profiles): TTL 5-30 min

Warm data (product pages, categories): TTL 15-60 min

Global settings / metadata: TTL hours

Rarely changing objects: TTL 6-24 hours or explicit invalidation

For frequently accessed hot keys, using short TTL + automatic regeneration + request collapsing yields the

best memory/cost ratio.

TTL Optimization Curve (Conceptual)

Memory Cost | as TTL |

DB Load T as TTL |

Goal = point where both curves are acceptable

TTL is therefore one of the most powerful levers in ElastiCache cost engineering.

4 — Shard count optimization: avoid over-sharding and unnecessary replica multiplication
Sharding increases cost linearly because each shard is a separate node group containing:

e the primary

e its replicas (usually 1-2)

Many teams over-shard early, creating 10-20 shards for a dataset that could fit into 3-4. Over-sharding is
expensive because:

e more nodes = more cost
e more replicas = multiplied memory footprint

e more Redis connections = higher connection overhead



e more complexity in routing and failover
Use sharding only when:

e dataset exceeds memory of a single node

e event-loop CPU is too high

e hot keys need distribution

e replication lag grows due to high write volume

e throughput > ~80K-120K ops/s on a single node

If using Memcached, shard count must match data distribution, but Memcached nodes are cheaper per GB
and easier to scale by simply adding new nodes.

Shard consolidation is a rarely used but powerful cost optimization: shrinking from 12 shards — 6 shards can

cut cost by nearly 50% if the dataset fits.

Shard Economics
Cost « (#PrimaryNodes x NodeSize) + (#Replicas x NodeSize)
over-sharding = Silent Cost Killer

Careful metrics-based capacity planning solves most over-sharding waste.

5 — Key-size optimization, compression, and payload compaction
Payload size correlates directly with both memory cost and network cost.
For example:

e A 50 KB JSON blob x 2 million keys — 100 GB of cache memory
e A3 MB user profile image mistakenly stored in Redis — catastrophic memory eviction

e Alist storing thousands of JSON elements instead of IDs — unnecessary memory blow-up
Optimization techniques:

1. Use Redis Hashes instead of large serialized JSON blobs.

Instead of:

SET user:123 "{"name":"A...", "prefs":{...}}’
use:

HSET user:123 name "A..." prefs.theme "dark"
This yields:

e lower memory footprint

e partial updates



e |ower network transfer
2. Use compression at the application layer (1z4/snappy) for large values.
This reduces memory cost significantly for text-heavy payloads.
3. Normalize large collections:
Store keys referencing IDs, not entire objects.
4. Avoid accidental large structures:

e | RANGE on large lists
e ZSETs with millions of members
e huge bitmaps

e unbounded streams

Key-size reduction is one of the most cost-effective optimizations.

6 — Connection pooling, network cost, and eliminating new-connections overhead

Connections to Redis are cheap but new connections per second are expensive. A high
newConnections/sec rate indicates lack of pooling, especially in Lambda or container workloads.

Each new connection:

e performs TLS handshake
e consumes CPU on the node

e increases tail latency
Thousands of connections per second can stall event loop, forcing us to scale up node size unnecessarily.
Correct cost-optimized pattern:

e Use persistent connection pools in EC2/ECS/EKS
e Use provisioned concurrency for Lambda to reduce cold starts
e Set min/max pool sizes rather than infinite autogrowth

e Tune idle connection eviction sparingly

A properly pooled system handles more QPS with smaller node sizes, reducing cost.

Connection Cost Principles
High newConnections/sec - scale up unnecessarily
Low newConnections/sec + pooled connections - maximum throughput per dollar

Connection tuning alone can save 20-40% of ElastiCache cost in high-load systems.

7 — Full cost-optimized ElastiCache reference architecture

Cost-Optimized Architecture (Combined Strategies)



| - Conn Pools

[ Application Layer ]
|
| - Compression |

|

| - Hot/warm TTLS

| ElasticCache |
| Optimized Nodes |
| - Right-Sized |
| - Fewer Shards |
| - Hot-Key Spread |

| Backend Database |
| - only cold path |

This architecture uses:

e appropriately sized memory nodes
e |imited shard count

e correct TTL layering

e compact key modeling

e compressed payloads

e connection efficiency

e application-level responsibilities for correctness

Together, these reduce cost dramatically while maintaining peak performance.

Question 19 — How do we plan migrations to
Amazon ElastiCache and evolve existing
caching architectures over time?

1 — Migration starting points: where systems usually are before ElastiCache and what we are actually
changing

Before ElastiCache, most systems are in one of a few states. Some have no shared cache at all, relying
entirely on RDS, Aurora, DynamoDB, or external APls. Others use in-process application caches (for example,
in-memory maps inside each JVM, Node.js process, or .NET instance), which are fast but not shared and easily
lost on restart or scaling events. More advanced setups may already run self-managed Redis or Memcached
on EC2 or on-prem, carrying operational burden for installation, patching, backups, failover, and scaling. There
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are also systems that already use ElastiCache in a simple single-node way but now need to evolve to cluster-
mode-enabled Redis, multi-region deployments, or advanced data structures.

In all of these cases, the functional goal of migration is the same: keep the application behavior logically
identical while changing where and how cached data is stored and managed. We are not supposed to change
business semantics during a cache migration; we are changing performance and failure characteristics. In
practical terms, this means that the migration plan must guarantee two things: first, that there is always a
reliable path to the database or durable store; second, that changes to caching do not corrupt data, violate
correctness, or cause unbounded load on the backend.

You can think of the starting point as a “baseline architecture” and ElastiCache migration as the process of
inserting or upgrading the in-memory layer without altering the core system of record.

Typical Starting Architectures

1) No Cache:
App -> DB (RDS/DynamoDB/API)

2) Local In-Process Cache:
App (per-instance cache) -> DB

3) self-Managed Redis/Memcached:
App -> EC2-based Redis/Memcached -> DB

4) Simple ElasticCache:
App -> Single-node Redis/Memcached (no HA) -> DB

Migrations are about evolving these into managed, highly available, scalable ElastiCache designs without losing
correctness or stability.

2 — Migrating from database-only or in-process cache to ElastiCache: cache-aside adoption and safe
rollout

The most common migration is from no shared cache or local in-process cache to ElastiCache as a central
cache. The safest and usual pattern is to introduce Redis or Memcached using cache-aside while preserving
database reads and writes as the single source of truth. The migration steps are conceptually straightforward
but must be rolled out carefully.

First, we deploy an ElastiCache cluster (Redis or Memcached) inside the same VPC and subnets as the
application. Then we modify the application to follow a new read path: when reading, the app checks
ElastiCache first; on cache miss, it falls back to the database, stores the result in ElastiCache, and returns it.
Writes continue to go to the database as before, and cache keys are invalidated or updated after the database
commit. During rollout, it is often wise to enable caching only for a subset of objects or endpoints (for
example, read-only product catalog pages) while leaving other flows untouched.

A safe rollout pattern is staged: in Stage 1, you implement the ElastiCache integration but keep it disabled via
configuration flag so that the code path is present but not used. In Stage 2, you enable it for a small
percentage of traffic, verifying correctness and hit ratios. In Stage 3, you ramp up to full traffic, monitoring DB
load, cache hit ratio, and latency. Because the database remains the authority, rollback is trivial: you turn off
the cache flag and go back to DB-only reads.



DB-Only -> ElastiCache (Cache-Aside) Migration

Stage 0: App -> DB only

Stage 1: App (code supports ElastiCache but disabled)

Stage 2: Enable cache for a subset of endpoints / % traffic
Stage 3: Full cache usage, DB as fallback

RolTback: Disable cache usage -> App goes back to DB only

This migration has minimal risk because no durable semantics are changed; only read performance and load
distribution change.

3 — Migrating from self-managed Redis/Memcached to ElastiCache: dual-routing, cutover, and rollback

When moving from self-managed Redis or Memcached (for example, running on EC2 or on-prem) to Amazon
ElastiCache, the main challenge is not data correctness—it is cutover and rollback safety. The keys and
values themselves are typically compatible because ElastiCache runs standard Redis and Memcached engines,
but network endpoints, authentication, and TLS require adjustments.

A robust migration flow usually looks like this. First, we create an ElastiCache cluster that mirrors the
configuration of the existing cache (similar engine version, approximate capacity, similar key naming
conventions). Next, we introduce a routing abstraction in the application, typically a small “cache client”
wrapper that hides the actual endpoints. This wrapper allows us to send some fraction of requests to the old
cache, some to the new, or both. Often, we start by using ElastiCache only for new keys, leaving existing keys
in the old cache; then gradually we switch reads to prefer ElastiCache and fallback to the old cache only on
miss. After some time, most hot keys naturally move to ElastiCache.

Alternatively, we can use a dual-write, single-read pattern: for a period, all writes go to both the old cache
and ElastiCache, but reads are still served from the old cache. Once we are confident that ElastiCache contains
an up-to-date working set, we invert: reads come from ElastiCache, and on miss we optionally fallback to the
old cache, then DB. At that point, rollback is still possible: we flip the configuration to read from the old cache
again. After the migration window, we fully cut traffic to the old cache and decommission it.

self-Managed -> ElastiCache Migration (Conceptual)

1) Deploy ElastiCache cluster.

2) Introduce cache client abstraction Tayer.

3) Phase A: Dual writes (old cache + ElasticCache), reads from old cache.
4) Phase B: Reads from ElastiCache; fallback to old cache and DB on miss.
5) Phase C: Disable old cache, decommission EC2/on-prem cluster.

Rollback Option at Phases A/B: point reads back to old cache.

The central principle is no “big bang” DNS switch without rollback, but rather a period of overlapping writes
and gradually shifted reads.

4 — Evolving Redis topologies: single-node — Multi-AZ — cluster-mode-enabled, and migrating from
Memcached to Redis



As systems grow, it is common to outgrow an initial single-node or cluster-mode-disabled Redis
deployment. The natural evolution goes through stages. At first, we have a single primary (possibly with one
replica). Next, we enable Multi-AZ replication to protect against node and AZ failures. Then, when memory or
throughput requirements exceed the capacity of a single node, we migrate to cluster-mode-enabled Redis
with sharding.

The migration from cluster-mode-disabled to cluster-mode-enabled is conceptually a move from “all keys in
one shard” to “keys spread across multiple shards with hash slots”. This is a topology change: clients must
become cluster-aware. A typical flow is:

1. Ensure all clients support Redis Cluster (cluster-aware libraries).

2. Deploy a new ElastiCache Redis Cluster (cluster-mode-enabled) with a few shards.

3. Implement a traffic router or configuration that can switch apps from the old replication group to the
new cluster.

4. Use snapshots to seed data from the old group into the new cluster or allow lazy warm-up through
cache-aside.

5. Cut traffic to the new cluster, monitor, then decommission the old group when stable.

Similarly, some teams start with Memcached and then realize they need Redis features: richer data structures,
replication, persistence, or cluster global datastore. Migrating from Memcached to Redis typically involves:

e mapping Memcached key/value usage to Redis data types (often simple strings)
e deploying ElastiCache Redis alongside Memcached
e implementing dual-write or cache-aside re-population into Redis

e gradually switching reads from Memcached to Redis

Because Memcached is purely ephemeral and not durable, we usually accept that cache contents will be
regenerated rather than “migrated” in bulk.

Redis Topology Evolution
Stage 1: Single primary (cluster disabled)
Stage 2: Primary + replicas (Multi-Az)

: Cluster-mode-enabled (multiple shards)

: More shards, tuned replicas, multi-region via Global Datastore

Stage
Stage

A W N R

Memcached -> Redis:
old: App -> Memcached (simple KV)
New: App -> Redis (strings/hashes) -> Memcached optional fallback -> DB

The critical piece is client compatibility and routing change management; data migration itself is usually
straightforward because the cache is a derivative layer.

5 — Migration playbook: step-by-step execution, risk control, and testing strategies

Regardless of the starting point, effective migrations follow a structured playbook that emphasizes
correctness and rollback over speed. A typical playbook for moving to or changing ElastiCache looks like this:



Step one is analysis and modeling. We identify which data is safe to cache, its size, TTL requirements, and
expected access patterns. We decide whether we need Redis or Memcached, cluster-mode-enabled or
disabled, and how many nodes or shards to start with.

Step two is infrastructure preparation. We provision the ElastiCache cluster, security groups, subnets,
encryption, and auth tokens. We also ensure IAM permissions and network routing are correct.

Step three is application integration. We add a cache client abstraction, implement cache-aside or the
chosen pattern, but initially keep it disabled or set to “observe-only” mode (logging what would be cached
without actually using it).

Step four is limited rollout. We enable caching or new topology for a small percentage of traffic or for a
subset of services/endpoints, monitoring hit ratio, latency, error rates, DB load, and ElastiCache metrics (CPU,
memory, evictions, replication lag).

Step five is full rollout. Once we see stable behavior and clear DB offload benefits, we gradually move all
traffic to ElastiCache, optionally keeping dual-writes for a limited time if migrating between caches.

Step six is decommission and cleanup. We remove or shut down the old cache infrastructure (self-managed,
old replication group, Memcached cluster), update documentation, and confirm that new operational
runbooks and dashboards reflect the new architecture.

Migration Playbook Overview

1) Analyze data and patterns (what to cache, how long, which engine).
2) Provision ElastiCache (VPC, SGs, TLS, AUTH).

3) Integrate app with cache client abstraction (initially disabled).
4) Gradually enable for subset of traffic; monitor metrics closely.
5) Ramp up to full traffic; keep rollback switch available.

6) Decommission old cache; finalize monitoring and runbooks.

The central risk-control principle is progressive change with clear rollback. At each phase, you can revert to
the previous state without losing correctness because the database always remains the authoritative source.

6 — Long-term evolution: tuning, re-sharding, and migrating patterns (e.g., from simple cache to
advanced Redis features)

Migration is not a one-time event—ElastiCache architectures evolve as traffic grows, features expand, and
performance requirements tighten. Over time, we usually see several evolutionary tracks. First, key and TTL
tuning: after initial adoption, we refine TTLs to balance DB offload and memory cost, adjust key naming to
reduce hot keys, and compress or restructure payloads to reduce latency and memory usage.

Second, re-sharding and topology tuning: as load grows, we add shards for Redis, consolidate shards to
reduce cost, or redistribute tenants and key families to smooth hotspots. We may add replicas to offload
reads, then reduce them if monitoring shows they are underused.

Third, pattern migration: we start with simple GET/SET string caching, then realize we can simplify
architecture by adopting Redis structures like hashes for sessions, sorted sets for leaderboards, streams for
event pipelines, and Lua scripts for atomic multi-step logic. This is an internal migration: we are not moving off
Redis, but moving more logic into it.



Fourth, regional evolution: single-region ElastiCache may grow into multi-region with Redis Global Datastore,
DR-aware configurations, and region-local caches. This too is a migration, but at geographic scale.

Long-Term Evolution Path (Conceptual)

Phase 1: Simple cache-aside, single-region, small cluster
Multi-Az Redis, tuned TTLs, better key design
Cluster-mode-enabled, shards for scale, advanced structures

Phase 2:

Phase 3:

Phase 4: Global architectures (Global Datastore, DR region)
5:

Phase Continuous tuning: re-sharding, cost optimization, pattern refinement

The important mindset is that ElastiCache is not static. We plan migrations not just to “get onto ElastiCache”,
but to evolve gracefully through multiple architecture generations as the system grows, without ever
breaking correctness or overloading backends.

Question 20 — What are the common pitfalls,
anti-patterns, and interview traps with
Amazon ElastiCache, and how do we avoid
them?

1 — Treating ElastiCache as a primary database instead of a derived, disposable speed layer

One of the most serious and surprisingly common mistakes is to treat ElastiCache—especially Redis—as if it
were a primary database rather than a derived, disposable speed layer. This often happens because Redis
feels “database-like”: it supports rich data structures, scripts, transactions, persistence options, and even
snapshots. Teams see great performance and start writing data only into Redis or using it as the only store for
critical state such as user balances, orders, financial records, audit logs, or compliance-relevant data.

This is a fundamental anti-pattern. ElastiCache (Redis or Memcached) is in-memory, volatile, and not
designed as the final system of record. Even with Redis snapshots and replicas, we do not get the same
durability, recovery guarantees, or consistency semantics as RDS, Aurora, DynamoDB, or other proper
databases. Failovers, node corruption, configuration mistakes, or human error can lead to data loss that
cannot be reconstructed if Redis is the only place the data lives.

The correct mental model is:

[ burable DB ] = truth
[ Elasticache ] = performance-boosted view of truth, safe to lose

We avoid this pitfall by never designing business logic that depends on Redis for permanent correctness.
Redis holds copies, aggregates, counters, ephemeral structures, and pre-materialized views; the truth always
lives elsewhere.
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2 — Poor TTL, key, and value design: stale data, memory blow-ups, and hidden cost bombs

Another huge class of problems comes from bad TTL and key/value design, which affects correctness,
performance, and cost all at once. Common mistakes include:

Using extremely long TTLs “just to be safe”: This leads to tons of cold or obsolete keys sitting in memory for
hours or days, wasting expensive RAM and forcing you to scale nodes or shards unnecessarily. When memory
fills, Redis may evict useful keys instead of these stale ones, or you hit maxmemory and start getting errors or
uncontrolled evictions.

Using no TTL for data that should have a natural freshness cycle: This effectively turns Redis into a sticky heap
of unbounded data. Over months, key count and memory usage drift upward until suddenly, under some
traffic surge, you start evicting critical keys and can’t explain why.

Storing huge JSON blobs or massive objects as single values: For example, putting entire user profiles, long
histories, or large documents into one key results in MB-sized values. Each GET/SET must move that MB over
the network, serialize/deserialize it, and keep it in memory. Under concurrency, this causes network saturation,
CPU pressure, and large tail latencies.

Not normalizing structures: Storing giant lists, sorted sets, or hashes that grow without bound leads to O(N)
operations in the hot path and heavy memory fragmentation. One large ZSET or LIST can become a silent time
bomb that blocks the entire Redis event loop when a large range query or deletion runs.

We avoid this by modeling TTLs and payloads intentionally: choose TTLs per data type based on freshness
requirements, break giant objects into smaller hash fields or multiple keys, and cap the size of lists/sets/zsets
with trimming strategies. That's how we keep memory predictable, avoid eviction storms, and keep Redis
execution cheap.

3 — Topology and scaling pitfalls: wrong Redis mode, single-node bottlenecks, hot keys, and bad
sharding

A very common architectural trap is choosing the wrong Redis mode or topology and then trying to stretch it
forever. Typical variants:

Staying forever on cluster-mode-disabled with one primary and a couple of replicas, while your dataset and
throughput keep growing. Eventually the single primary hits memory or CPU limits. Reads may scale via
replicas, but writes and memory do not. You start seeing high CPU, increasing latency, and frequent failovers,
yet keep buying bigger and bigger nodes instead of moving to cluster-mode-enabled with shards.

Jumping prematurely into cluster-mode-enabled with too many shards and tiny datasets. Over-sharding
inflates cost, makes routing more complex, and can actually hurt performance if each shard is underutilized
but still requires replicas, failover, snapshots, and monitoring.

Ignoring hot keys and shard imbalance. Even in a huge Redis cluster, a single hot key—or a small key family
—can drive most of the traffic to one shard while others are idle. That hot shard’s primary saturates, causing
latency spikes and failures for all commands touching it. Key distribution might look fine in theory, but in
practice access patterns are skewed.

Using Memcached when you really need Redis semantics, or vice versa. For example, choosing Memcached for
a session store that must survive node restarts and AZ failures, or using Redis with persistence for trivial,
ephemeral key/value caching where the extra cost and complexity are unnecessary.

A helpful way to think about this:



If:
- Dataset > max memory of a single node
- or write throughput too high for one core
Then:
- You must go to cluster-mode-enabled (sharding) or multi-group partitioning.

If:

- You need durability, advanced data structures, multi-Az failover
Then:
- You need Redis, not Memcached.

If:

- You see one shard or node at 90% CPU while others are idle
Then:

- You have a hot key / hot shard problem, not a cluster-size problem.

We avoid these pitfalls by planning topology evolution early and monitoring shard-level CPU/traffic so we can
proactively fix hot keys and move to the right mode at the right time.

4 — High availability, DR, and security anti-patterns: no Multi-AZ, no auth, weak networking, and
unrealistic DR assumptions

On the reliability front, a major anti-pattern is running Redis in production without Multi-AZ replicas. A
single-node Redis with no replicas in one AZ is a single point of failure: any node issue, AZ problem, or
infrastructure blip can cause full cache loss and downtime. Even worse is combining that with the earlier
mistake of using Redis as the primary data store; now you have a single in-memory node that holds critical
data with no redundancy.

For DR and multi-region, another trap is assuming that backing up or replicating Redis alone is enough for
business continuity. Redis Global Datastore is powerful, but it is still asynchronous and designed for
performance and DR of the cache, not for long-term durable truth. It cannot replace proper multi-region
database strategies. Treating Redis Global Datastore as your DR story while ignoring RDS / Aurora / DynamoDB
DR is a conceptual mistake that will show up in interviews and in real incidents.

Security-wise, dangerous anti-patterns include:

e Exposing Redis/Memcached to wide CIDR ranges in security groups
e Running without TLS for in-transit encryption in multi-account or cross-VPC setups

e Not using Redis AUTH or ACLs, allowing any internal actor to run destructive commands (FLUSHALL,
CONFIG, KEYS)

e Embedding auth tokens directly in code repositories instead of using Secrets Manager or SSM

A quick mental checklist to avoid HA/DR/security traps:



Production Redis must:

- Be 1in private subnets

- Use strict security groups (only known SGs can connect)
- Use Multi-AZ with replicas for HA

- Use AUTH + Redis ACLs for data-plane security

- Use TLS in-transit where sensitive or cross-boundary

DR and Global:
- Always design DR around the primary database first
- Use Redis Global Datastore only as a performance/DR add-on

Getting these wrong leads to catastrophic outages, silently exposed data, and major interview red flags.

5 — Client and operational anti-patterns: no connection pooling, bad timeouts, missing monitoring,
and misuse of heavy commands

On the client side, several chronic anti-patterns show up again and again:

Not using connection pooling, especially from Lambda, containers, or high-concurrency app servers. Opening
and closing thousands of TCP/TLS connections per second drains CPU on both clients and Redis nodes, adds
handshake latency, and can force you to overprovision node sizes just to handle connection churn.

Setting very high timeouts or no timeouts for cache calls. When a node slows down or a network hiccup
occurs, threads can block for long periods waiting on Redis, causing cascading latency across the application.
Retries can then pile on, doubling or tripling load in the worst moments.

Blindly retrying on all errors without backoff. This turns small, transient cache issues into self-inflicted DDoS.
The event loop is already busy; flooding it with retries aggravates the problem.

Using heavy commands like KEYS *, massive LRANGE, SMEMBERS on huge sets, or unbounded Lua scripts in
hot paths. Because Redis is single-threaded, a single slow command freezes the node for everyone. This shows
up in the slowlog as big spikes and corresponds directly to p95-p99 latency jumps.

Lack of monitoring and alerting: no tracking of CPU, memory, eviction, replication lag, or hot keys. Problems
simmer for weeks—growing hot sets, increasing eviction, creeping lag—until suddenly the system collapses
under a predictable surge.

We avoid these by designing clients and ops as first-class citizens:

Good Client & Ops Discipline

- Use persistent connection pools with sane size

- Configure short, realistic timeouts (and catch exceptions)

- Use Timited retries with exponential backoff and jitter

- Avoid heavy O(N) commands on large structures in hot paths

- Monitor CPU, memory, evictions, slowlog, replication lag, hot keys
- Alert early when trends Took bad

Operational maturity around ElastiCache is not optional; without it, even a correctly designed topology will
eventually fail under real-world conditions.



6 — Classic interview traps and conceptual “gotchas” around ElastiCache (Redis vs Memcached, cluster
modes, consistency, and durability)

In interviews, ElastiCache questions often test for conceptual clarity, not memorization. Here are some of the
most common traps and the thinking that avoids them:

Confusing Redis vs Memcached: Saying “Memcached has persistence” or “Redis doesn't have replication” is an
immediate red flag. The correct view: Redis supports replication, snapshots, rich data structures, scripts, and
optional persistence; Memcached is simple, multi-threaded, purely in-memory, and non-persistent.

Saying “Redis is a database, so we can store primary data there”: Good interviewers will push hard here.
The correct answer is to treat Redis as a cache / speed layer and always pair it with a durable backend.

Misunderstanding cluster-mode-disabled vs cluster-mode-enabled: Many candidates think cluster-mode-
enabled is “just redundancy” when in reality it is about sharding and horizontal scaling via hash slots across
multiple primaries. Cluster-mode-disabled has a single primary; cluster-mode-enabled has many primaries
(one per shard).

Ignoring replica lag and consistency: Saying “reads from replicas are always up to date” shows
misunderstanding. In reality, Redis replication is asynchronous, so replicas can lag; read-after-write
consistency is not guaranteed from replicas.

Hand-waving TTL and eviction: When asked “how do you avoid stale data in the cache?”, shallow answers like
“| just set TTL"” without discussing invalidation, cache-aside sequencing, or write-through weaknesses indicate

incomplete understanding. Strong answers emphasize DB-as-source-of-truth, cache-aside write ordering, TTL
as a backup, and awareness of race conditions.

Underestimating memory overhead and fragmentation: Saying “| have a 100 GB node, so | can store 100 GB
of data” ignores Redis overhead, fragmentation, and replica buffers. A better answer acknowledges overhead
and designs working set provisioning with headroom.

In short, interview traps focus on whether you understand that:

- ElasticCache 1is not your system of record.

- Redis and Memcached have very different capabilities and use cases.
- Cluster mode 1is about sharding and scaling, not just HA.

- Replication 1is asynchronous - possible stale reads from replicas.

- TTL, invalidation, and cache patterns are critical for correctness.
- Memory overhead and event-loop behavior matter in real designs.

If we keep these principles clear, we avoid both real production disasters and most interview pitfalls.

ElastiCache is the in-memory acceleration layer for all AWS architectures, acting as the ultra-low-latency “speed
system” that sits between compute and durable data. It is not a database, not a source of truth, and not a
replacement for RDS, DynamoDB, or Aurora. Instead, ElastiCache holds ephemeral, recomputable,
performance-critical state: sessions, tokens, counters, pre-rendered pages, query results, user profiles,
leaderboards, queues, streams, and more. Its purpose is to absorb 70-95% of repetitive reads, handle
microsecond-latency state operations, provide atomic in-memory computation, enable distributed
coordination, and prevent downstream databases from collapsing under high read concurrency or burst
workloads. Internally, the service is delivered in two engines—Redis for rich structures, replication, failover,
clusters, streams, and atomic logic; and Memcached for simple, multi-threaded, ephemeral key/value caching.



The design philosophy is simple: durable truth stays in databases; ElastiCache provides high-speed,
disposable, consistent-enough state that derives from that truth. All architectures—monolithic, microservices,
serverless, containerized, or global—use ElastiCache as the first read tier before ever hitting persistent stores.

Redis is a single-threaded event-loop engine, which means latency, throughput, CPU saturation, and slowlog
behaviors all stem from the fact that one core serializes all commands for a given shard. Every command
executes atomically, so complex multi-step operations inside lists, hashes, sets, sorted sets, or streams are
guaranteed to behave consistently without race conditions. Memcached, by contrast, is multi-threaded and
purely ephemeral; it has no replication, no persistence, and no advanced data structures, making it ideal for
simple key/value caches that can tolerate node loss. Redis replication is asynchronous: primaries push updates
to replicas, which introduces possible replica lag, meaning read-after-write consistency is guaranteed only
from the primary. Redis also offers two major topologies: cluster-mode-disabled, where a single primary holds
all data, and cluster-mode-enabled, where keys are sharded across multiple primaries using hash slots,
enabling horizontal scaling for both memory and bandwidth. Each shard holds one primary and multiple
replicas across AZs. ElastiCache’s control plane monitors nodes, detects failures, orchestrates failovers, and
ensures only one primary exists per shard, preventing split-brain.

Caching patterns govern correctness: cache-aside is the dominant pattern, where the application checks Redis
first, falls back to the DB on miss, and repopulates Redis. Writes go DB — invalidate cache. This avoids stale
rewrites and maintains DB authority. Read-through pushes miss handling into middleware; write-through
writes into cache and DB together; write-behind buffers writes in cache and flushes asynchronously
(dangerous without durability); lazy loading populates data only when needed but risks stampede unless
protected by locks, request collapsing, or stale-while-revalidate. Consistency depends on ordering: always write
to DB first, then invalidate cache. TTL is the second consistency tool, bounding staleness and controlling
memory usage. A short TTL yields fresh data but lower hit ratios; long TTL yields high hit ratios but risks stale
reads and memory waste. The optimal TTL balances freshness, DB load, and memory cost. Multi-layer TTL
strategies and explicit invalidation keep correctness stable.

Redis advanced data structures transform architectures by executing logic in memory: hashes store partial
objects; lists provide queues; sets manage membership; sorted sets maintain ranked or time-ordered data;
streams provide distributed consumer groups and event pipelines; bitmaps and HyperLoglLog support
analytics and cardinality; Lua scripts run atomic multi-step logic inside the event loop; Pub/Sub enables real-
time broadcasts. Combined, these structures replace dozens of microservices: leaderboards, job queues,
presence systems, rate limiters, rolling windows, counters, distributed locks, event logs, and more. Redis thus
becomes a computational substrate, not just a cache.

High availability is achieved through Multi-AZ Redis: primaries and replicas are distributed across AZs, and
failover occurs automatically when the control plane detects a primary failure. Writes resume after DNS
redirects clients to the new primary. Memcached has no HA; node failures drop all data, so applications must
tolerate cold cache warm-ups. ElastiCache prevents split-brain by coordinating failover decisions externally;
clients reconnect after DNS updates. Network partitions manifest as MOVED/ASK redirects or latency spikes.
Applications must handle retries, timeouts, and DNS refreshes gracefully.

Failures occur at multiple layers: node crashes, AZ failures, network partitions, hot keys saturating shards,
oversized values creating network and CPU pressure, unbounded structures causing O(N) stalls, eviction
storms from memory pressure, and misconfigured connection pools creating new-connections spikes that
overload TLS handshakes. Redis slowlog reveals heavy operations that block the event loop. Observability
comes from CloudWatch metrics (CPU, memory, replication lag, evictions, connections), engine metrics
(slowlog, commandstats), hot-key detection, event notifications, and client-side metrics (latency percentiles,



retry rates, pool utilization). Synthetic GET/SET probes validate cluster health. Monitoring is mandatory: Redis
failures accelerate rapidly and must be detected early.

Cost optimization revolves around memory and topology. The largest cost waste comes from storing too much
data for too long or storing oversized payloads. TTL discipline, value compression, hash-based object
modeling, and payload normalization all reduce memory footprint. Shard count must be balanced: too few
shards leads to CPU or memory saturation; too many shards leads to unnecessary cost. Right-size nodes based
on working set and overhead, not total dataset. Use Graviton-based nodes for best price/performance. Ensure
connection pooling: high new-connections/sec is a silent cost and performance killer. A properly tuned client
achieves higher QPS with fewer and smaller nodes.

Security requires multiple layers: VPC-only private subnets, tightly scoped security groups, TLS in transit,
encryption at rest, Redis AUTH and Redis 6 ACLs, Secrets Manager for credential storage, IAM for control-plane
permissions, and keyspace-restricted user groups to prevent misuse. Never expose Redis to broad CIDRs.
Never allow commands such as FLUSH, CONFIG, KEYS to application clients. Multi-account environments use
VPC Peering, Transit Gateway, or PrivateLink. Global and DR designs rely on durable DB replication first and
optionally Redis Global Datastore for cross-region replica caches. Global Datastore provides asynchronous
cross-region replication: primary region writes, remote regions read from local Redis replicas with near-real-
time lag. For DR, Redis can be cold (rebuilt), warm (prewarmed), or warmest (Global Datastore replica). Always
pair Redis Global Datastore with proper database DR—Redis alone cannot guarantee durable continuity.

Migrating to ElastiCache follows a safe, reversible playbook. Introduce code paths with cache disabled, then
enable gradually for small traffic segments, track metrics, expand, and finally decommission old caching layers.
Migrating from self-managed Redis/Memcached involves dual-writes and staged cutover. Migrating from
cluster-mode-disabled to cluster-mode-enabled requires cluster-aware clients and possibly snapshot seeding.
Migrating from Memcached to Redis involves re-modeling some structures but is mostly safe because cache
data is ephemeral.

The major pitfalls are treating Redis as a primary database, misusing TTLs, storing giant objects, over-sharding,
ignoring hot keys, failing to tune connection pools, running without Multi-AZ, using replicas for read-after-
write, performing heavy O(N) operations, not monitoring slowlog, and misunderstanding Redis vs Memcached
capabilities. Interview traps include confusing durability, misrepresenting cluster mode, ignoring replica lag, or
claiming that TTL alone solves consistency.

To unify all concepts, here is the consolidated mega-diagram representing ElastiCache’s role across
architecture, performance, reliability, consistency, global reach, DR, security, and compute/data integration.
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| - Low newConnections/sec
| - Short timeouts, backoff
| - Retry discipline
%

Caching Logic (Patterns)

- Cache-Aside

- Read/write-Through

- Lazy Loading + Stampede Protection
- Distributed Locks

- Counters / Rate Limits

- Leaderboards

- Queues / Streams

Observability & Ops

- CPU, Memory, Evictions
- Replication Lag

- Slowlog

- Hot Keys



- Shard Imbalance
- CMD Stats
- Event notifications

This unified architecture shows ElastiCache as the regional high-speed data fabric between compute and
durable truth, coordinated by a global backbone of replicated databases and optional Redis Global Datastore.
It shows topology (Multi-AZ, Global DS), compute integration (API/EKS/Lambda), data modeling (Redis
internals), client patterns, observability, operational controls, and DR mechanisms all in one conceptual map.

If you'd like, | can now generate:

1. One ultra-deep optimized final diagram with even more layers (network, security, TTL planes,
replication channels).

2. A print-ready PDF master file consolidating all 20 questions + mega-summary.

3. A memory-optimized cheat sheet for revision.

Tell me which one you want.



